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DEFINITIONS

Data

means grouped information that is obtained, recorded, held or used in a
particular way or by a particular body;

Personal Data

means any information relating to an identified or identifiable individual (data
subject);

Data practice

means an aggregation of the laws, procedures and practices employed by the
subnational in managing data;

Data processing

means any operation or set of operations performed on personal data such

as collection, storage, preservation, alteration, retrieval, disclosure, making
available, erasure or destruction of, or the carrying out of logical and/or
arithmetic operations on such data. The processing can be manual according to
a set criterion or automated;

Controller means the natural or legal person, public authority, service, agency or any other
body which, alone or jointly with others, has decision-making power with respect
to data processing;

Processor means the natural or legal person, public authority, service, agency or any other
body which, processes data on behalf of the controller;

Recipient means the natural or legal person, public authority, service, agency or any other
body to whom data is disclosed or made available;

Subnational is a term used interchangeably with county government. It means the devolved

governments governments each comprising the county assembly and county executive. This

is provided for in Article 176 of the Constitution Of Kenya (COK), 2010. In this
study, subnationals (or county governments) are data controllers, processors
and sometimes recipients.




1. EXECUTIVE SUMMARY

Subnational governments in Kenya have since their formation in 2013 been collecting, creating, storing, maintaining
and disseminating information. The data held by subnational governments include among others budget and
expenditure related data, geo-spatial data, contracting data, subscription and notification data, personal data,
education data, health data (patient data), trade licences data, property approval data and law enforcement data
among others.

In practice, actual data practices are guided by policy or by subjective values and influences that may vary depending
on which Ministry, County, Department or Agency (MCDA) one visits. While most subnational governments in
Kenya have not enacted specific Data Protection laws, they are under legal obligation to adhere to the dictates of
the Constitution of Kenya, 2010, international laws applicable to Kenya and laws passed by the National Assembly
on these issues.

Some of the key relevant laws are the Access to Information Act, 2016, the Data Protection Act, 2019 and the
County Government Act, 2012, the Public Audit Act, 2015, the Public Finance Management Act, 2015, and the Public
Service (values and Principles) Act, 2015 among others. These laws, in brief, establish rules and regulations that
govern the treatment of data held by public and private bodies and the rights of data subjects.

In addition, the above laws offer different sets of opportunities for subnationals (county governments) to collect,
store, maintain, process and archive both government and personal data. They also offer broad contours that
must be navigated by different public officials in county assemblies, county public service boards, and county
executive committees as they seek to enable citizens access to information held by them.

However, there are numerous hurdles facing subnational governments as the paradigm of government data
continues to shift from highly guarded to information held in trust for the citizens. It also emanates from emerging
definitions of public value that draw legitimacy from accountability and transparency which means that public
managers must address the needs of citizens as well as politicians. Consequently deviating from the usual top-
down models where public managers only focus on meeting centrally driven targets and performance management
. This “new norm” is further compounded by knowledge gaps around the government obligations on access to
information and how to best balance that with the protection of the rights of data subjects. This has resulted in
asymmetries which are evident in the five subnationals in this study; for starters, none have specifically deployed
any data protection or information officers - with the functions spread across a number of officers as a peripheral
duty.

The study was undertaken during the second and third quarter of 2021.

First, the goal of the research was to identify best practices and illuminate barriers in deployment of internationally
accepted data protection principles at the subnational level. This was also undertaken in view of the opportunities
and challenges offered by the Constitution of Kenya, 2010, the County Government Act 2012, the Access to
Information Act 2016, and the Data Protection Act, 2019.

Second, this study notes that the right to privacy and the right to information are both essential human rights in the
modern information society. For the most part, these two rights complement each other in data processors (both
state and non-state) accountable. But there is a potential conflict between these rights when there is a demand
for access to personal information held (especially by state actors). Where the two rights overlap, the government
needs to develop mechanisms identifying core issues to limit conflicts and for balancing the rights.

Lastly, this study finds that indeed the Access to Information Act 2016, and the Data Protection Act 2019, offer a
guide on how each of the rights may be enforced and safeguarded. However, the two laws are most of the time
treated by subnationals as separate laws without drawing on their complementarity. A holistic approach by both
national and county governments will ensure we tap on the complementarity of the laws. In this report, this is
posited through the use of the concept of information rights (depicted further in the recommendations of this
report).
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BACKGROUND




Information
Rights

First, information rights are fully entrenched in the Constitution of Kenya, 2010 (herewith ‘the Constitution’). In
this study, we use information rights to refer to privacy,> expression® and access rights.* These three rights
have a bearing on active citizenship, public participation and efforts to ensure accountable use of data obtained
from citizens. Further, the constitutional provisions on public participation is a key pillar that has an impact on
realisation of information rights. We draw on Murdock in his use of the concept of information rights to mean
“comprehensive and disinterested information about current events and conditions and about the actions, motives
and plans of all those institutions-both government and corporate-with significant power over their life chances
and living conditions.”

Second, the predominance of the values and principles which demand the participation of citizens in the
governance of the country permeate the Constitution, and more prominently articulated in Articles 10, 118 and 119
of the Constitution, which require state agencies to facilitate public participation. Within the context of devolved
governance which Kenya adopted as part of its constitutional governance structure, the County Government's Act
(2012) further entrenches the participation of citizens in the governance of the counties. In particular, Section 87 of
the Act provides for the following principles of public participation in the counties:®

1. Reasonable balance in the roles and obligations of county government and non-state actors in decision-making
processes to promote shared responsibility and partnership and to provide complementary authority and
oversight;

2. Timely access to information, data, documents, and other information relevant or related to policy formulation
and implementation;

3. Reasonable access by citizenry to the process of formulating and implementing policies, laws, and regulations,
including the approval of development proposals, projects, and budgets, the granting of permits, and the
establishment of specific performance standards;

4. Protection and promotion of the interest and rights of minorities, marginalized groups, and communities and
their access to relevant information;

5. Legal standing for interested or affected persons, organizations, and where pertinent, communities to
appeal from or review decisions or redress grievances with particular emphasis on persons and traditionally
marginalized communities, including women, the youth, and disadvantaged communities.

6. Promotion of public-private partnerships, such as joint committees, technical teams, and citizen commissions,
to encourage direct dialogue and concerted action on sustainable development, and;

7. Recognition and promotion of the reciprocal roles of non-state actors’ participation and governmental
facilitation and oversight.

Lastly, the right to access information and the right to data protection (the right to privacy) are essential parts of
the protection of human dignity in modern democratic information societies.” The two rights are also facilitative
in the protection, promotion and fulfilment of a set of other rights among them right to education and right to
health.® For the most part, as discussed in the introduction of this report, these two rights complement each
other in assisting citizens hold their governments accountable. The Constitution and a set of supporting legislative
instruments oblige County Governments in Kenya to have an obligation to ensure the realisation of these rights.



Access to
Information

First, in 2016 Kenya passed the Access to Information Act, 2016 in fulfilment of its obligations under the constitution
Article 10, Article 33 and 35. There has been limited progress in implementation including training of public officials
on their obligations under the law, appointment or designation of information officers in most MCDA's. However,
lack of regulations has hampered its effective implementation. The Commission on Administrative Justice (CAJ),
the oversight mechanism under the Access to Information law, has also not filed annual reports to the National
Assembly as required by law (during the period from 2016). Consequently, there is no report yet to enable an
assessment on the state of access to information in Kenya.®

In addition, Kenya is one of the 78 national signatories to the Open Government Partnership (OGP) and has been
since 2011. Presently, the country is implementing the Fourth National Action Plan with clear commitments around
beneficial ownership and open contracting'. A number of subnations are signatories namely: Elgeyo Marakwet,
Nairobi, Makueni and more recently Nandi. Makueni is the only subnational in the study that is already a member
of the OGP. It joined in 2020."" A comment here suffices, there is a need to address the issue of sustainability and
resilience of Kenya's OGP agenda as interest seems to vary from successive governments.'?

As a practical example of asymmetry, non-state respondents from Kilifi, Vihiga and Taita Taveta indicated that they
would have preferred to get more information on tenders and county government expenditures - but these are
not readily available.

Second, the Commission on Administrative Justice (CAJ) has developed and issued a model law on access to
information for county government,’®> and engaged a number of subnationals to encourage them to enact their
specific access to information laws. Kilifi and Makueni are two of the study subnationals that the CAJ has directly
engaged with on this issue." Through the engagement with subnational governments, CAJ indicated 46 of the 47
subnational have made appointments and designated access to information officers.'

Further, CAJ reports (reported to this study through the Commissioner of Access to Justice) has so far received 369
applications for review and appeals on refusal to disclose information and that they have effectively resolved 332
applications (89.9 per cent). They have issued 30 enforcement orders requiring various public bodies to disclose
certain sets of information to the requesters; three are pending before the High Court. The Commission has
trained 7904 public officials across the country on their legal obligations under the Access to Information Act, 2016
in the last five financial years.

Third, through collaboration with civil society organisations, CAJ has finally developed the Access to Information
(General) Regulations, 2021, and is in the process of engaging the Ministry of ICT and other relevant stakeholders
to ensure they are gazetted and operationalised.

We also note that there are three important legal documents at the international level that obligate states to
guarantee the right to information for citizens. These international instruments have been critical to interpretation
of the right to information in Kenya even before enactment of the Access to Information Act 2016.

Kenya has ratified three of them (with the exception of the African Union Convention on Cyber Security and
Personal Data Protection). These include:



Universal Declaration of
Human Rights (UDHR)",
Article 19:

International
Covenant on
Civil and Political
Rights(ICCPR)",

Article 17:

African Charter on Human
and People’s Rights
(ACHPR), Article 922

“..Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interference and to
seek, receive and impart information and ideas through any media
and regardless of frontiers.. ..."”

By virtue of its membership in the UN, Kenya is obligated to adhere
to the principles of the UDHR.®

“..2. Everyone shall have the right to freedom of expression; this right
shall include freedom to seek, receive and impart information and
ideas of all kinds, regardless of frontiers, either orally, in writing or in
print, in the form of art, or through any other media of his choice...”

Kenya acceded to the ICCPR on 1st May 1972.%°

Going a step further to safeguard the right to information, the
Human Rights Committee adopted General Comment 34 of 2011%".
The Comment expounds on Article 19 of the ICCPR.

States ought to make a report of every law that allows for the
interference with the right to information. The reports must also
include all complaints on any arbitrary or unlawful interference
with the right to information.

“..1. Every individual shall have the right to receive information. 2.
Every individual shall have the right to express and disseminate his
opinions within the law.. "

Kenya acceded to the ACHPR on 23 January 1992.2



Data Protection

and Privacy

First, Kenya enacted its Data Protection Act in November 2019 to regulate the processing of personal data, and
provide for various rights and remedies to data subjects residing in Kenya. The act establishes the Office of the
Data Protection Commissioner (ODPC) as the national data protection authority to oversee the implementation
of the Act. In November 2020, the first Data Protection Commissioner Ms. Immaculate Kassait was sworn into
office, and has since worked on operationalizing and implementing the Act. Her office has currently released draft
regulations which are undergoing public participation.?*

Second, the researchers note that Kenya's philosophy on privacy is informed by Kenya's participation in the
international community. The Kenyan Data Protection Act bears some similarity with the EU General Data Protection
Regulation (GDPR)?* and if properly implemented it may be a step closer to achieve adequacy status from the
EU. We also note that there are four important legal documents at the international level that obligate states to
guarantee data protection and privacy rights to citizens. These international instruments have been critical to
interpretation of the right to privacy in Kenya even before enactment of the Data Protection Act 2019.

Kenya has ratified three of them (with the exception of the African Union Convention on Cyber Security and
Personal Data Protection). These include:

/ / “..No one shall be subjected to arbitrary interference with his

Universal Declaration privacy, family, home or correspondence, nor to attacks upon his

of Human Rights honour and reputation. Everyone has the right to the protection of
< the law against such interference or attacks. ...”

(UDHR)*, Article 12 8 4

By virtue of its membership in the UN, Kenya is obligated to adhere
to the principles of the UDHR.?’

“..1. No one shall be subjected to arbitrary or unlawful interference
/ with his privacy, family, home or correspondence, nor to unlawful
International Covenant attacks on his honour and reputation.

O!‘l Civil and P°|lt|ca.| 2. Everyone has the right to the protection of the law against such
Rights(ICCPR)?%, Article interference or attacks..”

17 Kenya acceded to the ICCPR on 1st May 1972. %

Going a step further to safeguard the right to privacy, the Human
Rights Committee adopted General Comment 16 of 1988%. The
Comment expounds on Article 17 of the ICCPR to provide for:

a. The gathering and holding of personal information on
computers, data banks and other devices, whether by public
authorities or private individuals or bodies, must be regulated
by law. Likewise, any interference with the right to privacy must
be grounded in law and must be reasonable.

b. Secondly, every individual has the right to ascertain in an
intelligible form, whether their personal data is stored in
automatic data files, and if so, for what purposes and by which
public or private entity or person.



African Charter on
Human and People’s

Rights (ACHPR)*

African Union
Convention on Cyber

Security and Personal
Data Protection®

c. Ifsuchfiles containincorrect personal data or have been collected
or processed contrary to the provisions of the law, every individual
should have the right to request rectification or elimination.

d. States ought to make a report of every law that allows for the
interference with the right to privacy. The reports must also
include all complaints on any arbitrary or unlawful interference
with the right to privacy.

First, while the African Charter on Human and Peoples’ Rights does
not explicitly guarantee the right to privacy, it may be inferred from
several Articles relating to the integrity of the person, the right to
dignity and the right to property. There has been much debate as to
whether the right to property is best placed to safeguard personal
data of an individual and realize their right to data protection. In
the EU, the law safeguards personal data as a right different from
the right to property however, the right to property has been used
to protect property interest in databases®. In other jurisdictions,
personal data may be treated as valuable property of the data
subject that they can exchange for monetary compensation or grant
permission for others to use .3

Article 4: “...Human beings are inviolable. Every human being shall be
entitled to respect for his life and the integrity of his person. No one
may be arbitrarily deprived of this right..”

Article 5: “...Every individual shall have the right to the respect of the
dignity inherent in a human being and to the recognition of his legal
status. All forms of exploitation and degradation of man, particularly
slavery, slave trade, torture, cruel, inhuman or degrading punishment
and treatment shall be prohibited.. ”

Article 14: “...The right to property shall be guaranteed. It may only
be encroached upon in the interest of public need or in the general
interest of the community and in accordance with the provisions of
appropriate laws .. ”

Kenya acceded to the ACHPR on 23 January 1992 .34

First, the African Convention is not yet a legally binding document
but is persuasive given it was drafted and approved by all African
Justice and ICT Ministers prior to presentation before the African
Heads of States for ratification and domestication. The right to
privacy is protected under Article 8 (Objective of this Convention with
respect to personal data) and highlights that the entire convention is
governed by the “principle of free flow of personal data”, Article 10
(Preliminary personal data processing formalities), Article 13 and 14
(Specific principles for the processing of sensitive data), and Article 25
(Legal measures).

Specifically, the researchers note that Article 13 and 14 lists the
following principles:

1. Principle 1: Principle of consent and legitimacy of personal data
processing

2. Principle 2: Principle of lawfulness and fairness of personal data
processing

3. Principle 3: Principle of purpose, relevance and storage of
processed personal data

4. Principle 4: Principle of accuracy of personal data
Principle 5: Principle of transparency of personal data processing

6. Principle 6: Principle of confidentiality and security of personal
data processing

Kenya has not ratified this convention, in fact only 8 countries in Africa
have ratified this convention which has slowed down the coming into
force of the convention.®



International Resolutions
and Standards on Access to

Information and the Right to
Privacy

Additionally, there are 11 critical instruments at the international level that provide principles that states should
consider in order to facilitate access to information and the right to privacy rights of Kenyan citizens. All these
principles are applied globally and implement Article 12 and Article 19 of the Universal Declaration of Human
Rights (UDHR). These principles are not binding but the researchers note that courts have relied on these principles
especially before enactment of the 2019 Data Protection Act and the 2016 Access to Information Act. These include:

The Declaration was drafted by the African Commission on Human

African Union Declaration and People’s Rights in 2019 and replaces a previous 2002 version.

of Principles on Freedom
of Expression and Access

to Information in Africa®

United Nations Guiding
Principles on Business
and Human Rights38

Ten (10) Internet Rights
and Principles by the
Internet Rights and
Principles Dynamic
Coalition*

Tunis Agenda for the
Information Society
(World Summit on the

Information Society-
WSIS)*°

The declaration has 43 principles and outlines the linkages between
freedom of expression, access to information and the rights to
privacy in Africa.

The Guiding Principles were drafted by the United Nations in 2011
and outlines bare minimums on the interaction of Businesses and
Human Rights. The Principles are divided into three sections which
include: the state duty to protect human rights, the corporate
responsibilities to respect human rights and access to remedy.
These principles provide a framework for businesses to enable
access to information and promote the respect of the right to
privacy.

The Internet Rights and Principles Dynamic Coalition is a global
dynamic coalition under the United Nations Internet Governance
Forum. Under Principle 2 and Principle 5, the ten (10) Internet
Rights and Principles state that everyone shall have equal right to
access to a secure and open internet and the right to privacy on
the Internet including freedom from surveillance, the right to use
encryption and the right to operate anonymously.

The World Summit on the Information Society (WSIS) was a
two phase United Nations Conference focused on Information,
Communication and technology and under paragraphs 26, 27 42
and 46; the outcome document referred to as the Tunis Agenda
calls for measures to ensure access to the internet and the
respect of Internet users’ privacy and the protection of personal
information and data. Kenya as a country participated in the WSIS
phases through delegations from the Ministry of Foreign Affairs,
Communications Regulator and the ICT ministry and thus the
outcome is also applicable to Kenya.



Seoul Declaration for the
Future of the Internet
Economy (OECD)*

NETmundial
Multistakeholder
Statement (Conference
Outcome)®

UN Human Rights Council
(HRC) resolution on “the

right to privacy in the
digital age”

Under pp. 4, p.8, p. 9 and p. 10 of the Seoul Declaration; it calls
for enabling new forms of civic engagement and participation
that promote seamless access to communication and information
networks, privacy and for protection of digital identities, personal
data as well as the privacy of individuals online including under
circumstances of cross-border co-operation of governments and
enforcement authorities. Kenya as a country regularly participates
in various OECD initiatives including signing some documents
pushing against offshore tax evasion and avoidance* . Given
that enforcement of this document would necessitate sharing of
personal data, it is important to note this document as part of soft
power.

NETmundial was a global multi stakeholder conference held in 2014
and produced outcomes and principles for internet governance.
Under the document's first Internet Governance Principle (Human
Rights and Shared Values) it calls for:

“Privacy: The right to privacy must be protected. This includes
not being subject to arbitrary or unlawful surveillance, collection,
treatment and use of personal data.

The right to the protection of the law against such interference
should be ensured.

Procedures, practices and legislation regarding the surveillance of
communications, their interception and collection of personal data,
including mass surveillance, interception and collection, should be
reviewed, with a view to upholding the right to privacy by ensuring
the full and effective implementation of all obligations under
international human rights law.

Freedom of information and access to information: Everyone
should have the right to access, share, create and distribute
information on the Internet, consistent with the rights of authors
and creators as established in law.”

On March 23, 2017, the resolution on “the right to privacy in the
digital age” (A/HRC/34/L.7/Rev.114 ) was adopted by consensus
at the 34th Session of the UN Human Rights Council (HRC). The
resolution was led and supported by 72 UN member States.

The resolution reaffirmed the office of the United Nations Special
Rapporteur on Privacy. The 2017 resolution builds upon one
previous UNHRC resolution and decision and three UN General
Assembly resolutions of the same title, all as a result of the global
debate provoked by Edward Snowden’s revelations in 2013
(captured in his 2019 autobiography ‘Permanent Record’) on the
human rights implications of States’ mass surveillance practices.

The significance of the 2017 resolution is that for the first time, the
UNHRC stated that:

“States should ensure that any interference with the right to
privacy is consistent with the principles of legality, necessity and
proportionality”

Additionally, for the first time the 2017 resolution emphasises
that technical solutions to secure the confidentiality of digital
communications, including measures for encryption and
anonymity, are important for all people’'s enjoyment of human
rights, including freedom of expression, and that States must not
interfere with the use of such technical solutions. This expands
on the HRC's affirmation of this principle in relation to journalists
and the protection of their sources* in 2016, and aligns with the
recommendations of the UN Special Rapporteur on the right to
freedom of expression“ .



Resolution 362 of The
African Commission on

Human and Peoples’
Rights (ACHPR)*

The African Declaration
on Internet Rights and
Freedoms*®

International Principles
on the Applications

of Human Rights to
Communications
Surveillance (Necessary
and Proportionate
Principles)®

Global Principles on
Freedom of Expression
and Privacy>*

In November 2016, the ACHPR passed resolution 362 on the Right
to Freedom of Information and Expression on the Internet in Africa.
The resolution recognized that access to information online and
privacy online are both important for the realization of the right to
freedom of expression and to hold opinions without interference,
and the right to freedom of peaceful assembly and association.

In 2014, together with Global Partners Digital, the Association for
Progressive Communications (APC), the Media Rights Agenda (MRA)
and around 20 organizations, ARTICLE 19 Eastern Africa reviewed
and led the advocacy process that saw the African Commission on
Human and Peoples Rights (ACHPR) adopt the African Declaration
on Internet Rights and Freedoms (ADIRF).

Article 4 states: “...4. Right To Information- Everyone has the right
to access information on the Internet. All information, including
scientific and social research, produced with the support of public
funds, should be freely available to all, including on the Internet...”

Article 8 states:”..8. Privacy And Personal Data Protection-
Everyone has the right to privacy online, including the right to the
protection of personal data concerning him or her. Everyone has
the right to communicate anonymously on the Internet, and to use
appropriate technology to ensure secure, private and anonymous
communication.

The right to privacy on the Internet should not be subject to any
restrictions, except those that are provided by law, pursue a
legitimate aim as expressly listed under international human rights
law, (as specified in Article 3 of this Declaration) and are necessary
and proportionate in pursuance of a legitimate aim...”

In 2014, a coalition of civil society organisations (CSOs) including
the Electronic Frontier Foundation, Privacy International, Access
Now, and ARTICLE 19 led the development of 13 principles that
set minimum standards for the protection of the rights to freedom
of expression and privacy in the age of mass surveillance. They
have now been endorsed by over 258 CSOs around the world and
cited by others such as the United Nations Special Rapporteur on
Freedom of Expression and Opinion®® , the United Nations High
Commissioner for Human Rights®, European Parliament>? and
European Commission®

In 2017, ARTICLE 19 published the standard setting “Global Principles
on Freedom of Expression and Privacy”, a ground-breaking
document which provides a comprehensive, updated framework
on the mutually reinforcing nature of these two rights in the digital
world. The Principles are based on international law and best
practices from around the world, as reflected, inter alia, in national
laws and the judgments of national courts.

While the implementation of both Access to Information and the Data
Protection laws offer a number of opportunities for entrenching the
principles of public participation, accountability and transparency,
their potential has not been fully felt thanks to different challenges.
These are highlighted in the next section of this report.



Complementarity and

Conflict in Access to
Information and Data
Protection Laws

Inevitably, there are overlaps in access to information and privacy interests that can lead to conflicts. Sub-national
governments collect large amounts of personal information, and sometimes there is a demand to access that
information for various reasons. The requesters range from civil society groups advocating for accountability and
transparency; investigative journalists, individuals demanding to know why a decision was made in a certain way,
companies seeking information for marketing purposes or for purposes of winning tenders, and historians and
academics researching recent and past events.

Over the next decade, Kenya hopes to achieve its development objectives by harnessing the benefits of the digital
economy, this is documented in Kenya's Digital Economy Blueprint as a key step to diversification and development
of the Kenyan Economy>®>. In 2019, Kenya published a report highlighting the potential public benefits of exploiting
distributed ledger technology and Artificial intelligence.®® Further, the country’s Digital economy blueprint aims
to have a digitally empowered citizenry living in a digital society. It recognises having a digital government as a
key pillar to achieving this goal by realizing open data sources, digital identity for all, digital service delivery and an
e-government. >’

Undoubtedly, a digital government is able to derive high quality data that would guide decision and policy making.
The World Bank recognizes the potential of exploiting data for development to improve lives by addressing
poverty, managing public debt and the prudent allocation of scarce natural resources.>® They further recognize the
benefits of data sharing among both public and private entities in realizing this goal. Kenya has a devolved system
of government consisting of 47 counties at subnational level. The potential to use data to inform the allocation
of resources and economic development meets the objectives of devolution under the Kenyan constitution to
promote social and economic development and the provision of proximate easily accessible services throughout
Kenya.>®

Open data and digital government would also facilitate civic participation and public accountability. The Constitution
of Kenya, 2010 changed the governance landscape in Kenya by recognizing public participation, transparency and
accountability as important national values and principles of governance. Nevertheless, meaningful and effective
public participation can only be achieved with access to the right information. Therefore, citizens have a right to
access data held by public authorities in the enforcement of their rights.

Despite these benefits, personal data must still be protected and the right to privacy respected. States must also
guard against data misuse and abuse by creating strong data governance mechanisms that protect personal data,
reinforce the right to privacy and build trust and confidence among citizenry.

Ideally, comprehensive data protection and privacy laws ought to safeguard the integrity of data that has been
collected by both state and non-state actors to ensure that itis only used for the purposes for which it was collected,
stored and processed appropriately. This is particularly important considering the fact that the data collected is
usually of personal nature and if misused could have dire consequences to citizens and rightful delivery of service
by both state and non-state actors.

Right to information (RTI) and privacy laws can both complement and conflict with each other, depending on the
situation. Only in a small number of cases do they overlap and lead to potential conflict.

In many countries, Kenya included, the two rights are intertwined constitutionally. Under the concept of habeas
data- a constitutional right that permits individuals to demand access to their own information and to control its
use. For instance, Article 35 (2) of the COK, 2010 provides that “every person has the right to the correction or
deletion of untrue or misleading information that affects the person.”

“The right to obtain personal information contained in public or private databases, has been important in many
countries in exacting accountability for human rights abuses and helping countries scarred by human rights abuses
reconcile and move forward, which can only be accomplished by exposing the truth and punishing the guilty."°



In many cases, the rights overlap in a complementary manner. Both rights provide an individual access to his or her
own personal information from government bodies, data protection laws allow for access to personal information
held by both public and private bodies. In this study, the government bodies of interest are the subnationals.

From the above, the Access to Information (ATI) Act, 2016 and the Data Protection Act, 2019 also mutually enhance
each other: privacy laws are used to obtain policy information in the absence of an ATl law, and ATI laws are used
to enhance privacy and data protection by revealing abuses®

Thus, there are four main commonalities between Access to Information and Data Protection laws. First, the
most obvious commonality between the two types of laws is the right of individuals to obtain information about
themselves that is held by government bodies. This access is an important safeguard to ensure that individuals are
being treated fairly by government bodies and that the information kept is accurate.

In Kenya, a country with both the Access to Information Act, 2016 and the Data Protection Act, 2019, the general
approach is to apply the latter to individuals’ requests for personal information;® requests for information that
contains personal data about other parties are handled under the Access to Information Act.®®> However, this
general approach does not preclude applications made under both laws by individuals for their own personal
information or where such individuals want such information corrected or deleted.®

The second commonality between Access to Information and Data Protections laws is where the latter provide
an important complement to ATl provisions by extending individuals’ right of access to private bodies. Over 25
countries in Africa have passed Data Protection laws that apply to private bodies as well as government bodies.
These laws give individuals the right to obtain personal information from private bodies. The use of laws may
reveal abuses by corporations or other private bodies such as malfeasance by banks, political parties,®® digital
lenders,® ICT companies, hotels and previous employers.

The third commonality between the access to information and data protection laws is that the latter can be used
to obtain policy information.®” Journalists and media outlets, in some countries, have also used Data Protection
laws to discover that officials have been spying on their phone records to discover their sources of information.®
Similarly, ordinary citizens have used the laws to discover that the media has been intrusive.®

The fourth commonality is that in many countries, ATl laws are a primary tool used by privacy advocates to identify
abuses and to campaign effectively against them. For example, in the United States, groups such as American Civil
Liberties Union, the Electronic Frontier Foundation routinely use the USA Freedom of Information Act and state
laws to demand government records on new and existing government programmes (communications surveillance,
body scanners, and spying on groups) and use the records to campaign against those programmes and proposals.”
In Kenya, the National Coalition on Human Rights Defenders has used the law to find out more information on
surveillance systems.”!



First, this study examined the perceptions and experiences of citizens and government officials with regard to
citizens’ access to information and data protection. Despite the fact that citizens have the right to access information
in exercise of their right to public participation, these rights occur in tandem alongside the right to privacy and
be compliant with data protection legislation. Additionally, while using data for development presents numerous
opportunities, this too must conform to data protection principles and legislation.

Second, while the ODPC continues to implement the Data Protection Act 2019, there is a need to examine policy
and practices at subnational level that impact the implementation of this legislation. Further, this must be balanced
against established policies that promote public accountability in areas like finance. We must also determine the
role of other non-state actors at the subnational level to implement the legislation as compared to the Access to
Information obligations. Therefore, this report will draw recommendations from a comparative study of 5 counties
on best policy approaches to solve the aforementioned problem.




Third, in detail,

the report looks
into answering the
following questions

1.

[ )
based on the terms
of reference for the
research: .

4.
5.

What are the opportunities and challenges presented by legislation
that encourages access to information and public participation
against compliance with the Data Protection Act 2019?

What are the subnational policies and practices that promote
access to information and Data protection while emphasizing on
policy making processes and enhancing public accountability?

What are the requisite human resource capacities and skills required
at subnational level for the implementation of the data protection
Act?

What roles could non-state actors at subnational level play in
actualizing the data protection Act 2019?

How best could we implement the data protection Act in a manner
that promotes data governance and responsible use of data at
subnational level?

The overall
objective of the
study

To examine policy and practices gap analysis
for the main challenges and opportunities for
actualisation of Kenya's Access to information
Act, 2016 and Kenya’s Data Protection Act, 2019
and at the select counties.

1.

The Specific
objectives
investigated in this
study were fourfold:

2.

o) 3.
4.

Juxtapose the opportunities and challenges presented by the
Constitution of Kenya 2010, Access to Information Act, 2016 and
the County Government Act, 2012 which uphold public participation
against the Data Protection Act (DPA), 2019;

Analyse subnational policies and practices that promote Access to
Information and Data Protection with emphasis on policy making
processes and instruments as well as how public accountability is
enhanced;

Provide policy recommendations and good practices that promote
data governance and responsible use of data at subnational level.

Examine requisite human resources capacity and skills required at
the subnational level for the implementation of the DPA;

Fifth, the study covered five counties, namely: Makueni, Vihiga, Kilifi, Bomet and Taita Taveta. Interviews were held
with citizens and county government officials. The interview tools utilized were a structured survey questionnaire
with county government officials, and focus group discussions with citizens.

Lastly, the remaining sections of the report are organised as follows: a methodological section, the findings section

and, the conclusion section.




.

First, mixed methods employing both qualitative and quantitative methods were used in collecting, analysing and
interpreting data. The predominant method employed was qualitative - where the study employed a purposive
sample of a series of informant interviews that included inquiry, reflection and meaning making of actual practices
on the ground.”

Second, an extensive desktop research was also undertaken to not just identify applicable legal instruments but
also review cases that may be of interest that have occured in the past with a view to understand what is legal,
feasible, permissible and acceptable.

Lastly, the team of researchers visited each county and conducted key informant interviews with county
government officials and focused-group discussions with purposefully sampled citizens. In total the study reached
58 respondents which was 77.3 percent of the respondents targeted. The collection of data occurred in Kilifi, Taita
Taveta, Bomet, Makueni (with delays on the final data collection in Makueni county impacting the final analysis and
presentation of results) and Vihiga counties.
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The study limited itself to an in depth look at national and subnational data practices (by focusing on five
subnationals) in Kenya. It was conducted between 5th July - 20th August 2021. The study’s findings are aimed at
creating a better understanding of the current practices and laws that enable data protection and data rights. It
is in understanding these realities and in line with the objectives that asymmetries can be identified and sound
recommendations made.

By comparing approaches used in each county, the study sought to establish the extent to which localized prevailing
norms and practices of governance; the ideas, beliefs and attitudes of key actors; and their power and influence/
positions shape the interpretation and the procedural application of the law. The study is also qualitative, that is, it
also seeks to explain realities that may be subjective, tentative, emergent and contextually derived.”

In terms of sampling, Kenya has 47 counties established under Article 176 (1) of the Constitution of Kenya. Different
political parties won the gubernatorial seats.”* The composition of the leadership of the counties and the county
assemblies vary remarkably. The legislative composition plays a vital role in the county assemblies’ processes
of drafting, introducing bills, discussing, formulating laws, drafting regulations and formulating the policies. The
structures are symmetrical to national politics many a time where party representations tend to reflect on regional
popularity of big political parties in the country. We purposefully sample 5 counties for the study. The counties are
Bomet, Kilifi, Makueni, Taita Taveta, and Vihiga.

The five counties selected are largely rural. Taita Taveta is a transport corridor. Bomet, Taita Taveta and Vihiga have
first term governors while those of Makueni and Kilifi are serving their second and final terms in office. In terms of
governors approval rating, the highest of the five is Makueni at 74.4 and the lowest is Taita Taveta at 44.6 per cent.”




Table 1: Source : Infotrak, Countytrak by Regions

County Approval rating of governor Term of the Governor
Makueni 74.4% Second

Bomet 60.6% First

Vihiga 60.5% First

Kilifi 56.9% Second

Taita Taveta 44.6% First

This rating is important as it could be an indicator on laws and policies proposed by the county executive. A county
governor with a high approval rating is more likely to be a result of greater transparency and accountability or vice
versa and therefore greater responsibilities and budget. 7

Table 2: Adapted from IEBC election report

County Number of MCAs Elected MCA Nominated MCA
1. Vihiga 38 25 13
2. Taita Taveta 33 20 13
3. Makueni 48 30 18
4. Kilifi 53 35 18
5. Bomet 36 25 11

The composition of the select county assemblies is equally important. This is because pursuant to Article 185 of
, county assemblies have legislative power. They have power to make or amend county laws and also oversight
the county executive. For this study, we make two assumptions. First, any county assembly with a single dominant
ruling party could use their numbers to block policies and laws that entrench accountability and transparency.
Second, a county assembly with no single dominant party could be more likely to pass laws and policies that
entrench accountability and transparency.

In Kilifi, 77.14 per cent of Members of County Assembly (MCAS) are drawn from the Orange Democratic Movement
(ODM). The party also enjoys a majority of 40 per cent in Taita Taveta county assembly.

Makueni is dominated by the Wiper Democratic Movement-Kenya (WDM-Kenya)- (43.9%). Bomet county assembly
is dominated by the Jubilee party (88%) and Vihiga county assembly is dominated by Amani National Congress (42
per cent).

According to Infotrak, of the five study subnationals, Makueni had the highest consolidated MCA's rating in 2020 at
54.2 percent (see table below for the approval of other leaders per county)’””. The MCAs rating brings together the
average performance of all members such that in the eyes of their electorate, they can be described as performers
or non-performers depending on their score ratings. The average is the sum total of the score of each of the MCA
divided by the number of MCAs per county assembly.

Table 3: Adapted from Infotrak study County Ratings 2020

Makueni Taita Taveta Vihiga Bomet Kilifi
Governor 79.4 44.6 60.5 60.6 56.9
Senator 66.4 47.6 50.7 47.5 46.6
Women Rep 54.0 46.3 434 47.2 46.5
MCAs 54.2 47.6 51.1 48.3 50.2




International Budget Partnership’s (IBP) Open Budget Survey reports assessed a country in three main areas
namely: transparency, public participation, and budget oversight. IBP measured public access to information on
how the central government raises and spends public resources. It also assessed online availability, timeliness, and
comprehensiveness of eight key budget documents using 109 equally weighted indicators and scored each country
on a scale of 0-100. A transparency score of 61 or above indicates a country is likely publishing enough material
to support informed debate on the budget.”® In 2019, Kenya had a transparency score of 50 (out of 100) and was
ranked 49 out of 117 countries studied.”

According to IBP Kenya County Budget Transparency Survey, the 47 subnationals can be categorised into five
groups according to their performance on how readily they disclose budget related information. The categories
are: A(81-100); B(61-80); C(41-60); D(21-40); and E (0-20). The survey finds that the average transparency score
across Kenya’'s 47 subnationals is 33 out of 100 points. This means that counties are not making budget information
available to the public and are not disclosing the kind of information that, by law, counties are required to provide
to the citizens and civil society to perform the oversight roles. The score varies from 73 to zero, with West Pokot
County providing the highest level of information in budget documents relative to other counties.

Among the five subnational in this study, Makueni scores the highest in terms of availability of budget information.
The other four scored poorly with Taita Taveta scoring a zero as seen in the table below. Taita Taveta scores zero
because it did not provide any information at all nor publish any of the eleven budget documents evaluated during
the survey.

Table 4: Adapted from IBP Kenya County Budget Transparency survey 2020

Budget information accessibility and transparency

Makueni 70%
Vihiga 47%
Kilifi 30%
Bomet 10%
Taita Taveta 0

The Special Audit on the utilization of COVID-19 funds by county governments also provides insights and
understanding of how the counties deal with the good governance imperatives including transparency and the
data protection obligations. The audits conducted and published pursuant to Section 32 of the Public Audit Act,
2015, helped the study underscore the issue that there is an accountability challenge and transparency deficit. As
such, access to budget and public procurement-related information from all the subnationals in the study remains
problematic. All the five counties selected for this study have challenges on audit issues as raised by the Office of
the Auditor-General.®

The audit, in general, identified various irregularities including lack of approved budgets (Makueni, Kilifiand Bomet);
irregular splitting of contract for supply, delivery and installation and commissioning of COVID-19 isolation wards
(Bomet), supplies that were never received (Bomet) and failure to value and disclose donations in their books of
account (Kilifi, Bomet, Makueni, Vihiga, Taita Taveta).®!

The Special Audit established that the County Government of Bomet had in place a work plan, procurement
plan, training plan and approved budget for the County Emergency Fund financed from its own source and the
Conditional Grant received from the National Government, there were glaring issues of concern in that there
was no evidence of existence of approved budgets for DANIDA funds (Kshs.6,615,000) and Frontline Healthcare
Workers Allowances (Kshs. 31,470,000). While all counties received funding from Danida and allocation for Frontline
Healthcare workers, Bomet was highlighted in the audit for not having sought budget approval from the county
assembly.

Lastly, lack of access to timely and comprehensive information denies citizens credible tools to use to contribute
effectively to policy discussions and holding those in public office accountable. Information asymmetry then
becomes a tool used by those in public office to ensure there is no meaningful and well- informed citizen
engagement and oversight by county assemblies and independent audit institutions.



FINDINGS
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National Level

The Constitution of
Kenya 2010

First, the Constitution of Kenya is its supreme national law and binds all persons and all state organs. Kenya is party
to several international legal instruments that provide for the right of access to information by dint of Article
2(6) of the Constitution.®? The right to access to information has been internationally affirmed under the
Universal Declaration of Human Rights (UDHR)® as well as the International Covenant on Civil and Political
Rights® (hereinafter the ‘ICCPR’) which Kenya has both ratified.

Similarly, the right to privacy which goes hand in hand with data protection is also expressly provide for in
both the UDHR® and the ICCPR® as espoused in the introduction. Ratification of these legal instruments
imposes a positive obligation on the state to ensure that these rights are accessible and exercisable.

Second, the Constitution further adopts a more liberal approach to the right of access to information in Article 35
by empowering Kenyan citizens with the right to information either held by the state; or information held by
other persons and required for the exercise or protection of any other right or fundamental freedom. The
provision goes as far as to mandate the state to publish and publicize any important information affecting the
nation.®” This provision coupled with the freedom of expression which includes the freedom to seek, receive
and impart information or ideas® aid in public participation, a national principle of governance espoused
in the constitution.’® Moreover, the Constitution provides that the principles and values of public service
include transparency, and provision to the public of timely and accurate information.*®

Lastly, notwithstanding, Article 31 provides for the right to privacy which inter alia, includes the right not to have
information relating to a person'’s family or private affairs unnecessarily required or revealed.

The Access to
Information Act 2016

It is five years since Kenya passed a comprehensive Access to Information Act,2016. The law is rated as progressive
as it guarantees access to citizens (natural and legal) and its scope is wide enough.?" Globally, it is rated number
21 out of 129 countries whose laws were assessed scoring 113 marks out of possible 150. In Africa, the Kenyan law
is rated number six only falling behind Liberia, Sierra Leone, South Sudan, Tunisia and South Africa respectively.®?
However, the necessary regulations have not been adopted hampering effective implementation. The law seeks to
give effect to Article 35 of the Constitution of Kenya and confers on the Commission on Administrative Justice the
oversight and enforcement functions and powers.*



First, the law provides for the procedures for requesting information, how to appeal against denial of information
and sanctions for any violation of different Sections of the law. It does so by inter alia, providing a framework
for public entities and private bodies to not only provide information upon request but also proactively
disclosing information that they hold in line with the constitutional principles relating to accountability,
transparency and public participation and access to information.**

Second, the Act contains a raft of provisions arranged into various Sections. Part Il provides for the scope of the
Right to information® which includes proactive disclosure by public entities®® and the limitations to the right
in accordance with Art 24 of the Constitution where such disclosure would undermine the national security,
economy, public health or safety of Kenya, impede the due process of law, involve the unwarranted invasion
of the privacy of an individual without proper authority, substantially prejudice the commercial interests
of an entity or third party from whom information was obtained or infringe professional confidentiality as
recognized in law or by the rules of a registered association of a profession.®”” The same Section goes ahead
to list the exempt information covered under national security®.

Third, Part Ill focuses on the institutional framework in place to facilitate access to information. It provides for
an information officer who shall be the CEO of a public entity with the ability to delegate such powers as
required to effect his/her mandate under the Act.*® Additionally, it outlines the procedure for application of
a request for access and the tentative time frame for processing such requests (within 21 days of receipt)
and circumstances where extensions or transfers of applications may be warranted.'® Responses made to
such requests ought to be in writing’® and no fees other than the costs incurred in supplying requested
information are chargeable.’ Should an information officer decline a request for information, the reasons
for making that decision, including the basis for deciding that the information sought is exempt, unless the
reasons themselves would be exempt information; and a statement about how the requester may appeal
to the Commission must be availed.’® The Act allows for correction of information at the public entity's cost
should information supplied be inaccurate, incorrect or need updating.'*

Fourth, Part IV concerns itself with the review of decisions of public entities by the Commission of Administrative
Justice by setting out grounds for reviews, either upon application or on its own initiative.’® More importantly,
the Act protects whistleblowers, that is, persons who disclose confidential information obtained in the course
of their employment provided the disclosure was made in public interest such as concerns of a breach
of law.% The Act goes as far as to void any confidentiality agreements aimed at defeating the release of
information in the public interest and even criminalizes the giving of false information with the intention
of injuring another person. In an effort to facilitate accountability, the Act mandates public entities to keep
accurate records,'’” and penalizes erasure, blockage, defacement or alteration of records.'%®

Fifth, Part V confers upon the commission oversight and enforcement powers that task it with reviewing decisions
relating to access to information, reviewing reports on implementation of the Act. Part VI concerns regulations
that are to be passed by the Cabinet Secretary in charge of Information to effect statutory provisions.'® Part
VIl of the Act makes provisions for annual performance reports to the Cabinet Secretary ''°, reports by public
entities on information requests received and how they were handled'", offences and penalties'?.

Sixth, as a result, the Commission on Administrative Justice has developed and issued a model law on access to
information for county government,'® and engaged a number of subnationals to encourage them to enact
their specific access to information laws. Kilifi and Makueni are two of the studied subnationals that the CAJ
has directly engaged with on this issue. "4

Through the engagement with subnational governments, the Commissioner for Access to Information, CAJ
indicated that it has seen 46 of the 47 subnational appointments and designate specific access to information
officers'™. She added that the Commission has so far received 369 applications for review and appeals on
refusal to disclose information and that they have effectively resolved 332 applications (89.9 per cent). They
have issued 30 enforcement orders requiring various public bodies to disclose certain sets of information
to the requesters and three are pending before the High Court. The Commission has trained 7904 public
officials across the country on their legal obligations under the Access to Information Act, 2016 in the last five
financial years.

Seventh, internally, the Commission on Administrative Justice has given more impetus to access to information.
Its second Strategic Plan (2019-2023) has access to information as a one of the four strategic areas.’®
Consequently, it has also designated an Information Commissioner and also created a standalone directorate
of Access to Information."” However, the directorate has a very skeletal staff that may not be able to
sufficiently serve all state and non-state actors on the issue of promotional education and also enforcement.

Eight, through collaboration with civil society organisations, the Commission on Administrative Justice has
developed the Access to Information (General) Regulations, 2021, and is in the process of engaging the
Ministry of ICT and other relevant stakeholders to ensure they are gazetted and operationalised.



Lastly, citizens generally expressed their frustration when attempting to get information from their county
governments public expenditure and audit reports. While all government ministries, departments, and
agencies including county governments, are required as per the Executive Order number 2 of 2018'° to
post all their procurement information on the Public Procurement Information Portal (PPIP), the experience
across the four counties vary. The typical information provided on the PPIP includes name of tender, amount,
and the supplier, including dates. Other details on detailed descriptions or units of goods or services supplied
are missing.

Judicial Interpretation
on access to
information

In the most high profile case concerning access to information in Kenya thus far, the jurisprudence on access to
information has evolved overtime specifically influenced by the Access to Information Act. Prior to its enactment,
there were alot of questions on who could lodge an access to information request under Article 35 (1) of the
Constitution.

First, in Andrew Omtatah Okoiti V Attorney General & 2 others [2011] eKLR'® and in Kahindi Lekalhaile & 4 others
v Inspector General National Police Service & 3 others [2013] eKLR™?' the court laid out that the first step
before approaching the court asking another party to disclose relevant information, one ought to request
information directly from a concerned agency and failure to which approach the court and not the other way
round.

Second, in Famy Care Limited vs. Public Procurement Administrative Review Board & Another & 4 others [2013]
eKLR'?? and in Nairobi Law Monthly Company Limited V Kenya Electricity Generating Company & 2 Others
[2013] eKLR™? the court held that the right to information is only enjoyed by natural Kenyan citizens and
not juristic persons such as corporations or associations. However, this position later changed in the case
of Katiba Institute v President’s Delivery Unit & 3 others [2017] eKLR the issues for contention, inter alia,
included whether a corporate body is a “citizen” for purposes of enforcement of the right to access to
information under the CoK, 2010 and the Access to Information Act; and whether Article 35 of the Constitution
and Section 6 of the Act set out conditions for accessing information. The court held that Section 2 of the Act
defined a citizen as any individual who had Kenyan citizenship, and any private entity that was controlled
by one or more Kenyan citizens. From the definition, the Petitioner, by virtue of having Kenyan directors,
though a juristic person, was a citizen for purposes of Article 35(1)(a) as read with Section 4 of the Act and
was entitled to seek and have information as a citizen. In accepting the petition to compel the respondents to
provide the advertisement information requested, the court further held that it was up to the Respondents
to show how the information sought affected state security and therefore, fell within Section 6 of the Act. The
court was not satisfied that the nature of information sought was exempt information under the umbrella of
national security.'*

Additionally, in Nelson O Kadison v Advocates Complaints Commission & another [2013] eKLR'** the court
compelled the Advocates Complaints Commission to release information as it was a statutory body and as
such had obligations to respond to citizens requests for information.

Third, in John Harun Mwau v Linus Gitahi & 13 others [2016] eKLR'> the court was called upon to determine
the responsibility of the entities to comply with access to information requests where the information is
necessary for the protection or exercise of another’s rights. In the case, the defendants Nation Media Group
had published an article accusing the applicant Mr Mwau of trading narcotics. As a consequence of the
article,the US imposed travelled sanctions on the applicant. Mr Mwau made an application to court seeking to
have respondents disclose information on the narcotics including location of a container and the date it was
impounded by authorities. The court held that the information held by the respondents had to be disclosed
to the applicant as it was necessary to enforce the petitioner's rights as per Article 35(2) of the Constitution.

Lastly, in Trusted Society of Human Rights Alliance & 3 others v Judicial Service Commission & another [2016]
eKLR' the court balanced access to information rights and the right to privacy and compelled the Judicial
Service Commission (JSC) to disclose as much as possible but respecting the right to privacy of applicants who
had applied for various positions within the judiciary.



The Data Protection
Act 2019

First, the Constitution of Kenya guaranteed and safeguarded the right to privacy in general and data protection in
particular when it was promulgated. Data protection is one of the four aspects/facets of the right to privacy.
This step ensured that the right to data protection was justiciable in Kenya. Before, citizens had to rely on the
common law approach in seeking recognition and protection under the common law right to privacy.

Second, after nearly a decade of the continued lack of comprehensive legislation, on 25th November 2019 the
Data Protection Act, 2019 became enforceable. The act comprehensively governs the collection, processing
and storage of personal data by government and private actors.’?® It does so by establishing an intricate
ecosystem of rights and obligations that operationalise the right to privacy, as espoused under the Bill of
Rights.'?

Third, in a similar fashion to the European Union General Data Protection Regulation (GDPR)'*°, the immediate focus
of the Act seems to be on the processing of data.’" In accordance with the extraterritorial nature of data,
the Act applies to both resident and non-resident data processors and controllers.' Where the Act differs
from the GDPR is in its placement of several data protection obligations on both controllers and processors,
whereas the GDPR only holds data processors responsible for security and other limited requirements.

Fourth, the act rightfully documents the various principles under which data processing should be done. These
include; informed consent, specificity, lawfulness, transparency, relevance and reasonable duration of
storage, legitimacy, accuracy and constantly updated, non-identifiable storage of data and necessity.'*

Fifth, the act further goes on to establish the rights of data subjects, which stem from the principle of consent.
These include the right to be informed of the use to which their data is put to,'** access their data that is in
the custody of the data controller or processor,'>> object to the processing of personal data, to request the
correction'® or deleting'> of false or misleading data and to have data that has outlived its authorised use
or was collected illegally deleted’*.

Sixth, as an enforcement measure, the Act has also set various fines that are proportional to the severity of non-
compliance or infringement of human rights.’>® However, the concerns related to the insufficiency of the
fines proposed in the GDPR' are also applicable to Kenya's Data Protection Act as they simply are not
high enough. Furthermore, the liberty granted through statutory exemptions create room for abuse by
government agencies.’ Finally, in a similar manner to the GDPR, the uncertainty in various Sections and the
implementation of the Act may serve to defeat its purpose.'#

However, its implementation was equally delayed for nearly a year as the process of recruiting the Data
Protection Commissioner was not immediately commenced. But a month before the recruitment of the Data
Protection Commissioner, the country adopted the so-called Huduma Namba Regulations in response to a
series of court cases that had earlier stalled the national programme of registering all citizens and issuing
them with a new biometric card or the digital identity card.™® The Court cases were consolidated in the
Nubian Rights Forum and 2 others v. Attorney General & 6 others found that Sections of the Registration
Persons Act that required the collection of GPS coordinates and DNA to be in conflict with Article 31 of the
Constitution of Kenya, 2010 on right to privacy.'** The Court also suspended the use and processing of
personal data collected under the National Integrated Identity Management System (NIIMS) processes until
a comprehensive regulatory framework in compliance with the COK, 2010 was developed. The government
has appealed the ruling at the Court of Appeal at the time of compiling this report.

A number of milestones are worth noting. First, the Office of the Data Protection Commissioner (ODPC) is
now established and has a service charter spelling out details about customer rights and expected service
delivery.’ Second, the ODPC has developed three manuals and standard operating procedures. The
manuals are: Manual on Lodging Data Breach Complaints; Procedure on Complaints Handling Procedure;¢
and Procedure on Carrying Out Inspection. The three offer an opportunity to data subjects, controllers and
processors to engage with the ODPC and augment the law to ensure their understanding of the processes
and the expected outcomes.

Third, the ODPC has worked with the Taskforce on Development of Data Protection Regulations to develop a
set of implementing regulations.



The taskforce was appointed in January 2021." The team has so far developed a set of proposed general
and specific regulations and guidelines. Some await public participation before review by the respective
Cabinet Secretary and adoption by the National Assembly. These are: the Registration of Data controllers and
Processors regulation;'*® Data Protection (compliance and Enforcement) Regulations, 2021; '#° Data Protection
(General) Regulations, 2021 which have a wide scope including consent of the Data subjects; collection of
personal data; enabling the rights of the Data Subjects; commercial use of personal data; obligations of data
controllers and data processors; data protection by design or default; notification of data breaches; transfer
of personal information outside Kenya; data impact assessment and how exemptions may be applied. The
Office also developed a Guidance Note on Consent. '*°

The ODPC has also initiated an engagement framework that enables her office to engage with stakeholders
periodically. This has seen her partnership with Amnesty International-Kenya in conducting the first research
on data governance in Kenya and also in conducting comparative research on Data Protections Commissions
funding, human resources, independence and financial sustainability.’

The ODPC has recently also rolled out stakeholders awareness programmes for big data controllers in
government through an awareness programme run jointly with Kenya School of Government.'® The ODPC
has also initiated engagement with subnational governments and raising awareness among different actors
and developing contacts and networks to ensure international cooperation.’?

The appointment of the Data Commissioner, despite the concerns related to the independence of the office,
has been positively received. This is due to the crucial role that these laws will play in ensuring free and fair
elections, come 2022 given the potential to counter fake news and irresponsible online political showdowns.

While these actions represent a step forward in promoting the right to privacy for the nation, there still
remain a few roadblocks to the effective implementation of the Act. As noted by Privacy International, the
shortcomings in the Act still need to be addressed, while the office of the Data Commissioner must, besides
being made independent, be well staffed and resourced.'*

Similarly, as employers collect and process data of their employees, they must conform to the Data Protection
Act which requires the employer to explain to employees the purpose for which their data is collected and
use it for a lawful purpose. Although the Act mandates the collection of data directly from employees, it
also provides for certain situations where data can be collected indirectly from other sources. For example,
to protect the interest of the employer or where the information is part of a public record, or collection
from another source does not prejudice the interest of the employee.> For example, an employer who
implements monitoring tools such as CCTV in the workplace may do so with consent of employees but where
consent is not obtained, such processing must be for lawful purposes outlined in the Act such as protecting
legitimate interest of the employer.'® As such processing is likely to interfere with the rights and freedoms of
employees. Thus it is ideal to have a policy which explains to employees: 1) the purpose of using CCTV, 2) 3rd
parties with access to the footage, 3) the duration which the footage is held, 4) means by which employees
can access the recorded data .">’

Employees have a right to object to processing of their personal data where their rights override legitimate
interest of employers.’® The draft Data Protection (General) Regulations provides the procedure employees
can use to object to processing and employers have 14 days to comply with such requests.’™®

Lastly, in a similar fashion, the government at both national and subnational level collects and processes personal
data of citizens. The Information collected by the government in a digital format is often what is prescribed
in manual forms as per legislation. Regardless, the government has a responsibility to comply with the data
protection act and implement technical and security safeguards to protect data collected.An example is
the Land Registration (Electronic Transaction) Registration 2020 that creates the National Land Information
Management System for the electronic transfer of land, provides for terms and conditions to use the system.
The conditions contain a data privacy statement that explains the nature of personal data collected, purpose,
third parties who may be granted access to the data, technical and security measures to safeguard data
and the right of data subjects'® . As Kenya adopts e-governance and more public services are available
over digital platforms like e-citizen, there is a need to harmonise laws and ensure they conform to the data
protection Act.



Judicial Interpretation on
data protection

In the most high profile case concerning data protection in Kenya thus far, the high court ruled that the laws on
data protection that were presently available were insufficient.’® Therefore prior to the Data Protection Act, the
court ruled on the issue based on the Kenyan Constitution and the global principles related to Privacy. These
principles mostly emanated from Kenya's participation in the international community.

The courts often relied on the principles discussed in the Background section of this paper found in 4 critical
instruments at the international level that obligate states to guarantee data protection and privacy rights to citizens
and 11 critical instruments at the international level that provide principles that states should consider in order to
facilitate data protection and the right to privacy rights of Kenyan citizens. All these principles are applied globally
and implement Article 12 of the Universal Declaration of Human Rights (UDHR). These are found in: Universal
Declaration of Human Rights (UDHR)'®? , International Covenant on Civil and Political Rights(ICCPR)'®3 , African
Charter on Human and People’s Rights (ACHPR),'®* the African Union Convention on Cyber Security and Personal
Data Protection,'® African Union Declaration of Principles on Freedom of Expression and Access to Information
in Africa,’®® the United Nations Guiding Principles on Business and Human Rights,'®” the Tunis Agenda for the
Information Society (World Summit on the Information Society-WSIS), '8 the Seoul Declaration for the Future of
the Internet Economy (OECD),'®the Ten (10) Internet Rights and Principles (Internet Rights and Principles Dynamic
Coalition), '7° the NETmundial Multistakeholder Statement (Conference Outcome),’”' the UN Human Rights Council
(HRC) resolution on “the right to privacy in the digital age”, '7? the Resolution 362 of The African Commission on
Human and Peoples’ Rights (ACHPR),"”® the African Declaration on Internet Rights and Freedoms,'”“the International
Principles on the Applications of Human Rights to Communications Surveillance (Necessary and Proportionate
Principles),’”> and the Global Principles on Freedom of Expression and Privacy."”®

These international instruments have been critical to interpretation of the right to privacy in Kenya even before
enactment of the Data Protection Act 2019.

Some of the notable Kenyan cases interpreting the principles include the following:

Firstly, in Okiya Omtatah Okoiti & 2 others v Attorney General & 3 others [2014] eKLR, the petition could not stand
because the evidence upon which it was premised was privileged communication between the State and
Exim Bank of China and which should not have been fraudulently obtained especially given that there are
lawful means of obtaining such information including compelling the state through the right to information.
The privacy of the respondents was therefore held to have been infringed and the petition dismissed'”” .

In this judgement, the court affirmed the principle of legality by stating that there already existed lawful
means to obtain the evidence premised upon in the petition and further relied on the Principle of Safeguards
against illegitimate access and right to effective remedy'”® which states;

“States should enact legislation criminalising illegal Communications Surveillance by public or private actors.
The law should provide sufficient and significant civil and criminal penalties, protections for whistleblowers, and
avenues for redress by those affected. Laws should stipulate that any information obtained in a manner that is
inconsistent with these principles is inadmissible as evidence or otherwise not considered in any proceeding, as is
any evidence derivative of such information. States should also enact laws providing that, after material obtained
through Communications Surveillance has been used for the purpose for which information was given, the material
must not be retained, but instead be destroyed or returned to those affected.”

Second, in Samson Mumo Mutinda v IG National Police Service & 4 others [2014] eKLR it was established that
the petitioner’s right to privacy had not been infringed after his driving school registers and mobile phones
were seized without a warrant by police during investigations because a search had been done with the
petitioner's consent. The court found that he had failed to object the search even after understanding the
nature of the investigation underway'”°.3

In this judgment, we can note that the court relied on the principle of User notification or the principle of
consent and legitimacy of personal data processing and drew attention to the fact that once one consents
to a search without a warrant including during investigations and media interviews can be consented away
respectively, they would not be able to pursue recourse for breach of privacy thereafter.



Third, in Bernard Murage v Fineserve & 3 others [2015] eKLR™ it was found that in cases where consumers have
consented away certain data protection and privacy rights in regard to the terms and conditions attendant
to the use of certain technology being sold to them by a telecommunications provider, then the operator
cannot be held liable for violation of the right to privacy and consumer rights even in the absence of a
comprehensive data protection law.

It was held that the Thin SIM technology is relatively safe in banking and any risks would be dealt with by the
relevant bodies™" .

We can note that the court affirmed the principle of legality, necessity and proportionality. In addressing
the principle of legality, the court provided under paragraph 56- 58 and 62-64 of the judgement, whereby
the court affirmed for protection of the right of privacy when it has been threatened to be infringed but
not necessarily requiring proof that the right has been infringed. The court also referred to the principle of
legality when it reaffirmed that there must be precision in the law for one to seek a remedy for violation of
their rights.

Fourth, in JWI & another v Standard [2015] eKLR The Standard and Nation Media Groups were found not to have
infringed privacy rights of the children of a wanted man after they published articles including pictures of
the man. It was held that while the privacy of the minors had indeed been infringed, these rights had been
waived by their mother, who consented to their pictures being taken at the time of interviewing the family's.

In this judgment, we can note that the court relied on the principle of User notification or the principle of
consent and legitimacy of personal data processing as it applied to minors and emphasized that parents and
guardians are the custodians of the right to privacy of their children.

Fifth, in Roshanara Ebrahim v Ashleys Kenya Limited & 3 others [2016] eKLR, Ms Ebrahim who had been crowned
Miss World Kenya 2015 petitioned the court as a result of her being dethroned based on leaking of nude
photographs of her to the Miss World Kenya organisers by her boyfriend. The court determined that the Bill
of Rights applied equally to a private citizen as an obligation of both state and non-state actors in terms of
Article 20 of the Constitution. The court emphasized that,

“.The 3rd Respondent had by his close relationship as a boy-friend of the petitioner accessed the petitioner’s
photographs, and may indeed have taken some of them, but he had no authority to publish the private photographs.
In forwarding the private photographs of the petitioner to the 2nd respondent, the 3rd petitioner had violated the
petitioner’s right to privacy of information under Article 31 (c) of the Constitution, and the petitioner is entitled to
compensation in damages...”

In this judgement, the court addressed the principle of legality, and affirmed Article 31 (c) of the Constitution
provides for the right to informational privacy which includes privacy of private photographs of a person.
Additionally, the court was guided by the principle of User notification or the principle of consent and
legitimacy of personal data processing, and the Principle of Safeguards against illegitimate access and right
to effective remedy. The court demonstrated that an individual had a reasonable expectation of privacy
extending to lawful communication between two people in a relationship. Whereas Ebrahim might have
consented to possession of the nude pictures by her boyfriend, she had not consented to any sharing of the
same to third parties.

Sixth, In N W R & another v Green Sports Africa Ltd & 4 others [2017] eKLR, the court reaffirmed that parental
consent is mandatory as it regards limiting the right of minors privacy and determined the scope under
which parental consent is granted. The court required documents to be signed by the minor’s parents or the
respondent to provide evidence that this was brought to their attention. Additionally, the court reaffirmed
liability of privacy violations as it regards minors to include a respondent: (i) Use of a Protected Attribute, (ii)
For an Exploitative Purpose and (iii) without consent.

In this judgment, we can note that the court relied on the principle of legality, principle of User notification or
the principle of consent and legitimacy of personal data processing as it applied to minors and emphasized
that parents and guardians are the custodians of the right to privacy of their children.

Seventh, in Gloria Jepkurui Koima Vs KPMG Advisory Services (Cause.2612/2016)"®3 the court determined that
the audit firm, KPMG had violated Ms Gloria Jepkurui Koima'’s rights to privacy, as a result of seizure of her
personal phone without her consent and use of personal information obtained in disciplinary proceedings
in the firm.

In this case, the court was guided by the principle of User notification or the principle of consent and legitimacy
of personal data processing, and the Principle of Safeguards against illegitimate access and right to effective
remedy. The court demonstrated that employees had reasonable expectations for privacy of data held in
their personal devices. The court emphasized that information ought to be obtained in a lawful manner
under conditions where the person is well informed and grants unequivocal consent of the use of personal
data.

Thus from the limited jurisprudence available, it is clear that the operation of the Data Protection Act is yet to
fully take effect, on account of the challenges it has faced under law and its relative recency.



Consumer Protection
Act, 2012

First, the Act was enacted to give effect to the right to consumer protection provided for under Article 46 of the
Constitution by improving consumer awareness and encouraging responsible and informed consumer choice
and behaviour. Part | of the Act'® states the objects and purpose of the Act which is to protect consumers
from all forms of unconscionable, unfair, unreasonable, unjust, or otherwise improper trade practices and
reduce any disadvantages experienced by consumers in accessing supply of goods and services.

Second, it is important to note that the Act broadens the definition of a consumer beyond just the user of goods
or services to include; ‘a person to whom goods or services are marketed in the ordinary sense of a suppliers
business.’®>’

The growth of the digital economy has led to an equal growth in digital marketing. Conversely, there is
a responsibility for advertisers to be prudent in supplying adequate and relevant information to ensure a
consumer is able to make informed choices on digital products, especially where face to face interaction is
completely eliminated in the supply chain.

Section 31-33 specifically deals with the regulation of internet agreements, an agreement formed by text
based internet communications. The act requires a supplier of goods or services to provide the consumer
with all relevant material information in a format which the consumer can retain and print and an express
opportunity to accept, decline or correct the agreement before entering into it. Failure to do this gives the
consumer a right to cancel the agreement.

Third, Part Il of the Act elaborately provides for consumer rights including the prohibition of advertising an illegal
gaming site, operated contrary to the law. The researchers note that this part complements the 2021 Draft
Data Protection (Registration of Data Processors and Controllers) Regulations which will also require gaming
sites to register as data protection controllers and processors.

Fourth, Part VIl of the Act deals with credit agreements, an agreement in which the lender extends credit or lends
money to a borrower but does not include an agreement where a borrower obtains credit on security of
mortgage of real property. The Act requires lenders to issue borrowers with a disclosure statement prior
to entering into a credit agreement. The Act also protects consumers by prohibiting advance payment for
credit repairs until the credit repairer causes improvement to a the credit information, rating or history of
consumer?®,

Fifth, in a report released in September 2021, 55 out of 100 participants surveyed had acquired loans from digital
lenders.’® To date Kenya has at least 49 digital credit providers whose credit services are attractive because
they are convenient, easy to access and have fast loan remittance' . However,some of these digital lenders
engage in aggressive debt collection that includes debt shaming and misuse of personal data.'®®

Sixth, in order to ensure consumer protection and data protection with regards to digital lending, Kenya is seeking
to enact the Central Bank of Kenya (Amendment) Bill 2021 which complements the Consumer Protection
Act, 2012. The National Assembly Departmental Committee on Finance received public comments on the bill
and recommended the need for sector regulators specifically the Central Bank, office of the Data Protection
Commissioner and the Communications Authority to work together to ensure data and consumer protection
in the digital lending Sector'®. The committee also introduced amendments to the CBK (Amendment) Bill
that regulate debt shaming.’!

Lastly, Part X of the Act also establishes the Kenya Consumers Protection Advisory Committee to monitor
enforcement of the law, develop relevant policies and conduct consumer awareness on consumer protection.



The Kenya Information And
Communication Act, 1998-
Revised Edition 2011 (2010)

Additionally, the Act establishes the Communications Authority of Kenya as an independent body to license and
regulate postal, information and communication services'? while respecting freedom of the Media'® . As
limitation of media rights must comply with the Constitution, this promotes the free flow of information.
The Authority has a responsibility to ensure telecommunication services are provided throughout Kenya,
regulating the pricing of services, ensuring quality of service and processing of personal data is done in
accordance with the Data Protection Act 2019'%4. Additionally, the Act creates the Universal Service Fund
(USF) that is used by the Authority to promote access to ICT services especially in unserved and underserved
areas in Kenya.””® To date the Authority has used the USF to fund projects like; the Education Broadband
Connectivity Project that increases broadband connectivity in schools'®.

Second, the Authority has also set up the National Kenya Computer Incident Response Team to undertake technical
coordination of cyber incidents and promote awareness on cybersecurity.'” This ensures Kenya is able to
respond to cyber incidents that threaten the access to information, privacy and data protection rights of its
residents.

Third, in a bid to increase broadband connectivity in unserved and underserved areas in Kenya, promoting access
to the internet and converse access to information, the Authority is considering a licensing framework for
community networks in Kenya. In May 2021, the Authority published the draft Licensing and Shared spectrum
framework for Community Neworks'®.

Fourth, the Act prohibits licensed telecommunication operators from intercepting, outside the ordinary course
of business, a message sent through a licensed telecommunication system or disclosing any information
from the interception to another person'° . This ensures confidentiality of communication for consumers. In
addition, the Act allows the authority to either comply with access to information requests or restrict access
to information in conformity with Article 35 of the Constitution2® .

Lastly, the Act gives the Court powers to grant the commission a search warrant to enter and seize any article or
thing necessary to prove an offence under the information and Communication Act is being or has been
committed, this may include recovery of data®'.

The Kenya Information and
Communication (Consumer
Protection) Regulations 2010

First, these regulations provide for rights and obligations of customers of any licensed operator under the Act. The
customer has a right to information about the terms and conditions of any service and personal privacy and
protection from unauthorized use of a subscriber’s personal information®2 .

Lastly, the regulations also require that licensees establish mechanisms to enable parents or guardians to block
access of children to harmful content. It also makes it an offence for licensees to promote marketing of harmful
substances including alcohol or tobacco to children2®3. Additionally, as part of the Authority’s responsibility in
protecting children, the Authority runs the Child Online Protection campaign named ‘Be a COP’ that promotes
awareness on child online protection to parents and guardians. It has also created a portal to receive and
investigate incidents involving minors online.?%4



Finance Acts:- Finance Act
of 2019, Finance Act of 2020
and Finance Act of 2021

Over the last decade, Kenya has introduced digital taxes through various legislations such as the Finance Act of
2019,2% Finance Act of 2020%¢ and Finance Act of 202127 which all impact the cost of internet affordability or
affordability of digital supplies, raising the cost of accessing information.

First, the Finance Act of 2019 amended Section 3 of the Income Tax Act to include the definition of the digital
marketplace currently defined as; an online or electronic platform that enables users to sell or provide
services, goods or other property to other users.

Second, in 2020, the Finance Act introduced the Digital Service Tax, a tax levied on income derived from a digital
marketplace. The Tax is levied on taxable supplies such as subscription based media including news,
magazines and journals, or over the top services including streaming tv shows, films, podcasts etc. Following
the introduction of DST, pricing in several services such as Netflix Plans for Kenyan consumers increased?%.
This, as stated, increases the cost of accessing information.

Third, the 2021 Finance Act introduced further additional changes to the Digital service Tax to provide more clarity
on its applicability?® .

Lastly, the 2021 Finance Act also increased the rate of excise duty in Kenya from 15% to 20%. This increased the
cost of voice calls, data and SMS offered by telecommunication operators in the country, again raising cost of
communication and access to information?'°.

National Intelligence
Service Act, 2012

First, it is important to highlight this Act as the institutions established by the Act are important for both national
and county governments. The Act was primarily enacted to provide for the functions, organization and
administration of the National Intelligence Service (NIS) pursuant to Article 239(6) of the Constitution
concerning national security organs; to give effect to Article 242(2) on establishment of the NIS and to provide
for the establishment of oversight bodies.?"

Second, Section 42 of the Act provides for ex-parte application of warrants to the High Court in order to enable the
Service to investigate any national security threats or perform any of its functions.?2

Limitations on the right to privacy espoused in Article 31 of the Constitution may be limited in respect of a
person suspected to have committed an offence to the extent that subject to Section 42, the privacy of a
person’s communications may be investigated, monitored or otherwise interfered with, having obtained the
proper warrants.?'3

Third, in April 2020, the Court of Appeal reversed a High Court decision precluding the government's plan to
implement the Device Management System (DMS), a mechanism for identifying counterfeit and illegal phones.
214 The High Court had ruled that the system, which gives the CA access to mobile subscriber data, including
call records, would infringe on subscribers’ right to privacy, among other concerns.?’> The Court of Appeal
ruled that the High Court lacked evidence to reach this conclusion.?'® In June 2020, after the coverage period,
the Law Society of Kenya appealed the case to the Supreme Court; though the DMS will be implemented
while the appeal is being considered.



The National Computer and Cybercrimes Coordination Committee, whose membership includes the NIS has
also been established to advise and coordinate national security organs on matters relating to computer and
cybercrimes.?””

Fourth, in the case of Coalition for Reforms and Democracy (CORD) & 2 others v Republic of Kenya & 10 others, the
court observed that the monitoring of communication and searches authorised by Section 42 of the NIS Act,
(as amended by the National Security Laws Amendment Act, 2014) contains safeguards in the exercise of the
powers under the Section. The new Section requires that the information to be obtained under Section 42(3)
(c) must be specific, shall be accompanied by a warrant from the High Court, and will be valid for a period
of six months unless extended.?'® Consequently, the court held that this contested provision, albeit limiting
the right to privacy, is justifiable in a free and democratic state,?” and therefore not contrary to the right of
privacy guaranteed in Article 31 of the Constitution.??

Lastly, the right to privacy and the right of access to information set out in Article 35 (1) and (3) of the Constitution
may be limited in respect of classified information, information disclosing or publicizing information relating
to sources of information, intelligence collection methods or covert operations, or information that would
otherwise undermine national security.?*!

Prevention of
Terrorism Act, 2012

First, it is important to highlight this Act as the institutions established by the Act are important for both national
and county governments. The Act was enacted with the primary purpose of providing for measures for the
detection and prevention of terrorist activities.???

Second, the Act confers police officers with powers to make ex-parte applications to a Magistrate's Court to gather
information when investigating suspected terrorist activities.??> The Act further provides for limitation of
certain rights subject to Article 24 of the Constitution in the pursuance of terrorism investigation, detection
or prevention.??* Limitation to the right of privacy extends to allowing a person, home or property to be
searched; possessions to be seized or the privacy of a person’s communication to be investigated, intercepted
or otherwise interfered with.??> Limitations on the rights of accused persons under Article 49 of the CoK, 2010
can also be limited to the extent that is necessary for the protection of the suspect or any witness.??® The
freedom of expression, the media and of conscience, religion, belief and opinion may also be limited to the
extent of preventing the commission of an offence under the Act.??’

Third, the Act further empowers a police officer of or above the rank of Chief Inspector of Police to make an ex-parte
application to a Chief Magistrate or to the High Court for an interception of communications order.??® In the
same breadth, national security organs are also empowered to intercept communication for the purposes of
detecting, deterring and disrupting terrorism in accordance with procedures to be prescribed by the Cabinet
Secretary.??

The Act goes as far as to impose a sanction-backed positive obligation on all persons to disclose any
information pertaining to terrorist activities.?*

Fourth, the court in the case of CORD & 2 others v Republic of Kenya & 10 others, held that the prohibition on the
publication or broadcast of images of dead or injured people, which are “likely to cause fear and alarm in
the general public, or disturb the peace”, was disproportionate. The Court found that there was no rational
connection between the limitation on publication and the fight against terrorism thereby declaring Section
12 of the Security Laws (Amendment) Act and Section 66A of the Penal Code unconstitutional for violating the
freedom of expression and the media guaranteed under Articles 33 and 34 of the Constitution.?"

Additionally, Section 64 of Security Laws (Amendment) Act which introduced Sections 30A and 30F to the
Prevention of Terrorism Act was unconstitutional for violating the freedom of expression and the media
guaranteed under the Constitution. The amendments sought to criminalize publication of “offending material”
that is likely to either directly or indirectly incite terrorism activities?*> or the broadcast of information which
undermines investigations or security operations by the national police and defense forces.?*> The Court
held that the effect of the prohibition would amount to “a blanket ban on publication of any security-related
information without consulting the National Police Service.



Lastly, a Committee was established to formulate and supervise the implementation of UN resolutions relating to
the suppression of terrorism financing as well as the National Strategy and Action Plan on Counter Financing
of Terrorism.?**1t is empowered to coordinate with the relevant competent party, person or foreign country
for the purposes of discharging its mandate.?>

Mutual Legal
Assistance Act, 2011

First, the Act was enacted with the primary aim of providing for mutual legal assistance to be given and received by
Kenya in investigations, prosecutions and judicial proceedings in relation to criminal matters.? It is important
to highlight this Act as the institutions established by the Act are important for both national and county
governments. The Act establishes the office of a Central Authority to perform functions specified under the
Act and mandates the Attorney General to hold such office.?’

Second, Part IV of the Act provides for the interception of communications, preservation of communications
data and covert electronic surveillance. Kenya may, for the purpose of a criminal investigation execute a
request from a requesting state for the interception, recording and transmission of telecommunications;*#
preservation of communications;*° or for the deployment of covert electronic surveillance.?* These requests
shall be made in the prescribed manner and shall be executed in accordance with the Act and any other
applicable Kenyan laws.?*" Finally, the confidentiality of a request, its contents and the information and
materials supplied under the Act shall be upheld except for disclosure in the criminal matter specified in the
request and where otherwise authorized by the other state.?*?

Lastly, the government launched guidelines for Mutual Legal Assistance and International Co-operation in an effort
to curb cross-border organised crime by strengthening the existing cooperation which Kenya has with its
diverse partners. The guidelines provide a framework that will greatly assist authorities in investigations,
consultations, prosecutions, judicial proceedings, service of overseas processes and instances where the
Government intends to freeze or confiscate property acquired from proceeds of crime.?*

The Computer Misuse andf_'_f
Cybercrimes Act, 2018 |

First, it is important to highlight this Act as the institutions established by the Act are important for both national
and county governments. The Computer Misuse and Cybercrimes Act came into force in 2018. The intentions
behind the enactment of the law were to provide for offences relating to computer systems; to enable timely
and effective detection, prohibition, prevention, response, investigation and prosecution of computer and
cybercrimes; to facilitate international co-operation in dealing with computer and cybercrime matters; and
for connected purposes.?*

Second, the operation of this law is crucial to the implementation of data protection and access to information, due
to the growing commercial value of data, which incentivises cybercrime geared towards data leaks and the
invasion of privacy at a large scale.?*

However, thus far the utilisation of the Cybercrimes Act has tilted towards limiting the constitutional right to
access to information.?* This is despite the fact that a very specific focus has been placed on the said right,
along with the protection of the right to privacy and freedom of expression.?*” In The Bloggers Association of
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Kenya v Attorney General & 3 Others, the implementation of the Act was challenged, based on its potential
to infringe on the privacy of individuals, freedom of expression, speech, opinion and access to information
online.?*® The high court responded by suspending certain Sections of the Act based on the principle of
unconstitutionality.On full determination of the case in February 2020, the court upheld the constitutionality
of the entire Act and this matter is now subject of appeal.

Third, thus far, the precedent set based on the Cybercrimes Act has been limited, as majority of the cases making
references to the law have involved challenges to its constitutionality, prosecutions based on illegally obtained
data that would undermine the freedom of access to information 2 and decisions that have labelled the
provisions relating to data protection insufficient.?>

Fourth, with regards to data and its related offences, the Act lists the fraudulent use of electronic data under Section
38.2" |t further goes on to provide for the procedures to be followed when seizing, accessing and processing
evidentiary material from electronic data.?? Lastly, the Act also makes provisions for the procedures to be
followed following cross-border and international transfers and processing of data.?

Lastly, in making the above provisions, the Cybercrimes Act borrows heavily from the principles of Data Protection
contained under Part IV of the Data Protection Act.?> The enforcement of these provisions to the processing
of data remains largely unexplored due to the inefficiency of cybercrime detection infrastructure in Kenya
and the human rights based impediments related to the implementation of the Act.

Kenya Standards
Act, 2012

First, it is important to highlight this Act as the institutions established by the Act are important for both national
and county governments. The Act was established with the aim of providing measures for the standardisation
of commaodities, their specification and the codes of practice.?>> The Act further establishes the National
Standards Council whose functions include to supervise and control the management of the bureau.>® The
council is given the power to declare a specification or code of practice as a Kenyan standard. Furthermore,
they can make amendments, replacements or abolish existing standards. However, they are required to do
so by way of issuance of gazette notices.?>” Moreover, it is required that the minister establishes through a
gazette notice a period after which no person shall manufacture or sell any commodity unless it complies
with the code of practice.?*

Second, recently, KEBS approved 40 new standards to enhance information and cybersecurity and safeguard
consumer privacy. The standards outline techniques and methods of securing corporate information through
managers charged with the responsibility of data safety. Moreover, they stipulate a framework to ensure
privacy of ICT systems storing and processing personally identifiable information.?*°

Third, KEBS also adopted an Access to Information Policy in line with the Access to information Act in 2019.
It outlines the responsibility of KEBS in regard to access to information to the public. It provides for the
expeditious disclosure of information to any person at a fee. Furthermore, highlights the information that
can be disclosed, limitations and establishes the information Access Officer.2©

Fourth, the Minister is required at the end of every financial year to publish a report of the Agency’s financial position
to parliament in relation to the fund created under Section 8 of the Act. ' This access to information enables
the legislature to act as a watchdog for the agency in an effort to ensure accountability and transparency in
the agency.After, the report should be made available to the public.

Lastly, the implementation of this Section has begun with the financial statements for the year 2017 and 2018
being published on the KEBS website for public access. However, no further updates have been made since
then.



County Government
Act, 2012

First, it is important to highlight this Act as the institutions established by the Act are important for both national
and county governments. The County Government Act was established in 2012 with the aim of giving effect
to Chapter eleven of the Constitution. This entailed providing for the powers, functions and responsibilities
of the county government. 262

Lastly, Access to information in the Act is provided for under Part X. It provides for the right of every citizen upon
request, to have access to information held by any county government or any other state organ.?®3It goes
further to make provisions for every county government to designate an office to be used to ensure access
to information. 2 Moreover, it obligates the county government to enact legislation to ensure access to
information subject to national legislation. 2> The county is also required to facilitate access to information
through media with the largest public outreach.?®® The right to access information is seen as a window
in enforcing other rights such as that of public participation. For the public to be able to effectively take
part in the affairs of their community and the country as a whole, they need to have access to accurate
information.?®’ The Act recognizes that timely access to information as one of the main principles influencing
citizen participation in the management of a county government.?®® The county government is mandated
to allow public sittings during the law formation process to allow citizens to take a proactive role in the
formation of these laws and projects. 2%°



Subnational Level

First, each of the 47 subnationals in Kenya have rolled out different measures, procedures and in some cases
regulations and policies to fulfil their obligations to protect, promote and fulfil both the right to access
information and the right to privacy for its citizens in general and to ensure personal data protection in
particular.

Second, county governments collect data on citizens on a number of occasions. These include public events, when
citizens are applying for various permits from the county government, and for purposes of enabling the
county governments to offer an array of services. The study investigated whether citizens are aware that their
personal details are being collected by county governments, and how they perceive the data usage. In both
the structured questionnaire survey and focus group discussion sessions, citizens expressed awareness that
county governments collected their personal data.

Third, with regard to the safety of personal data of citizens, we sought to establish county government officials’
perceptions of the safety of citizen data. The table below presents the findings on this aspect. The data on
Makueni was not obtained by the time of writing this report.

Table 5: How would you rate the County Government'’s capacity to protect citizen data?

Total Bomet Kilifi Taita Taveta Vihiga
Total
58 13 14 16 15
A.Very High ‘ ‘ ‘ ‘
17.2% 23.1% 0.0% 18.8% 26.7%
B. Moderate
C.Very Low
15.4% 13.3%
D. Don't . .o . . .
Know 1.7% 7.7% 0.0% 0.0% 0.0%



Fourth, though county government officials were very confident (50 percent) that the citizen data in their custody
is secure, a significant number of public officials lacked information on data protection and access to data
laws, policies and procedures within their respective subnationals. This is because there are no dedicated
personnel dealing with the data protection docket except those working in the human resources. Similarly,
when asked about how likely they thought citizen data could be put to unauthorized use, 14.3 percent of
the officials thought this was highly likely, 42.9 percent thought it was possible but not very likely, while 38.1
percent reasoned that it was highly unlikely. Combined, the percentages of those holding the, highly likely
and possible but not very likely views, give 57.2 percent which is a clear indicator that data subjects are likely
to suffer data breaches in the status quo.

Fifth, the views of county government officials differed from those held by ordinary citizens. For instance, only 6.9
percent of all citizens interviewed across four counties - Makueni excluded - are confident that their personal
data which includes details on birth, death, travel, passports, marriage, elections, tax, drivers, education,
health insurance and social security and education details, held by either national or county governments
cannot be put to unauthorized use; 21.4 percent are not confident at all, while 50 percent mentioned that
they are slightly confident.

Lastly, the table below presents citizen perceptions of data protection and privacy. Counties collect personal data
in hospitals and health centres. These include sensitive personal data on medical records. It collects personal
data on land ownership etc

Table 6: Citizen perception on safety of personal data collected by the County Government
from abuse, or unauthorized use

Bomet Kilifi Taita Taveta Vihiga Makueni
Total 13 14 16 15 16
Very [ ] ) .
fi 7.7%
confident ’ 14.3% 6.3% 0.0% 15%

Slightly
confident
20.0%
Not )
confident
at all — 0.6%
7.1% 18.8%

Don't .
know

15.4% 21.4% 18.8% 20.0% 22.4%



Taita Taveta County

First, the study reached 16 citizens and four county officials-two each from the county assembly and the county
executive- purposefully sampled.

Second, the county government and the county assembly officials’ level of awareness on the Access to Information
Act, 2016 and their obligations is relatively average. This is because 50 percent seemed to know their
obligations and the centrality of access to information in building trust in county government and the
services they offer.2? In fulfilment of Section 7 of the Access to Information Act, the county has designated
information officers. During the study, the public officials indicated that there were information guidelines
shared with information officers to follow strictly. However, we were not able to receive the guidelines when
we requested for them.

Third, the researchers note that Taita Taveta has the Taita Taveta County Health Services Bill, 2020°”' . Under
Section 25 of the Bill, the Bill explicitly provides for Confidentiality of information on all users with information
being disclosed under patient’s consent or under order of court or for health research and policy planning
purposes. The researchers note that this document s still a Bill and not yet an Act and thus has not been fully
operationalised.

Fourth, Taita Taveta reported widespread use of Facebook, WhatsApp and other social media platforms. WhatsApp
groups formed and managed by citizens themselves are much freer, and people can express their feelings
freely. These platforms are typically used by younger people. However, in WhatsApp groups that are
established by public officials in county government and used largely for information dissemination but
rarely as platforms for debate or accountability.?2 This is because the rights to post a comment are limited
to a few administrators. Respondents in Taita Taveta mentioned intimidation of people who held divergent
opinions, or in extreme cases, removal from WhatsApp groups. In such cases, citizens opt to form their own.

Fifth, one of the officers pointed out that the use of websites to disseminate official information has not worked
well for the locals as the region does not have reliable internet and use of mobile data remains quite expensive
for the bigger population.?”?

Sixth, The study finds that two clear challenges persist. On one hand, the county continues to fail to meet its
obligations Section 17 (c) of the Access to Information Act that requires it to have “computerised and digitised
its records and information management systems in order to facilitate efficient access to information.” #74
Secondly, the county government and county assembly have not for the last five years submitted annual
reports to the CAJ as required by law.?”> On the other hand, the level of awareness about the data protection
law among the county government and county assembly officials is high. All the officers interviewed except
one did not know of the existence of the Data Protection Act, 2019. However, there is a low understanding on
what are the legal obligations and the minimum data protection principles that must inform each and every
department of the county government and county assembly. The county assembly and County service Board
did not see themselves as having any clear obligations.

Seventh, there seemed to be a consensus that the revenue department had the highest obligation in safeguarding
personal data obtained while offering services to the citizens. This findings clearly shows that there is need to
create sufficient awareness among the public officials at the county to understand that nearly all departments
and sectors collect or process personal data and yet none of them have conducted any Data Protection
Impact Assessment to understand attendant risks and how best to mitigate.

Lastly, one novel action in the county was observed. The County Gender working Group is developing a tool to help
collect and aggregate data on sexual and gender-based violence in the county.?’¢ This is because there are
anecdotal cases reported and yet the National Council of Population and Development data shows that last
year alone more than 1000 cases of defilement that led to pregnancies among under-age girls. The group
brings together actors from the police, courts, children officers, educational institutions, CSOs and hospitals.
Once finalised, the tool will be presented to the county assembly for adoption.

This approach shows there is a big opportunity to use data to develop policies and intervention strategies to
handle and address a social issue in the county. However, there was no indication that in the development
and deployment of the tool sufficient consideration was made on how to best centralised storage and archival
of such a database shall ensure that sensitive personal data is duly safeguarded and protected.



Kilifi County

First, the study respondents were 14 citizens and four county officials-two each from the county assembly and the
county executive- purposefully sampled.

Second, 100 percent of the Kilifi county government and county assembly officials interviewed?” mentioned that
their county has policies and procedures on public access to information.

Third, the citizens and county government officials’ level of awareness on the Access to Information Act, 2016
and their obligations is high. This is because they formally engaged with the Commission on Administrative
Justice. The county has designated information officers. During the study, the public officials indicated that
there were information guidelines shared with information officers to follow strictly. However, we were not
able to receive the guidelines when we requested for them.

Third, the researchers note that Kilifi has the Kilifi County Maternal, Newborn and Child Health Act, 20167 .
Under Section 25 of the Act, it explicitly provides for Confidentiality of information on the HIV/AIDS status
of children with information being disclosed under patient’'s consent or under order of court or for the
purpose of legal proceedings. The researchers note that this document only focuses on children and does
not focus on all citizens.

Fourth, of the citizens engaged in the study, 40 percent were able to access information on request. The
information received was largely related to health records and rates payable for land and business permits.

Fifth, the Kilifi electronic Development Administration and Management System (eDAMS) is one unique project
in the coastal county. The project is made possible through partnership with the World Bank Group/
International Finance Corporation (WBG/IFC). It targets the property developers in the County and aims at
enhancing access to Development Planning Certificates and Construction Permits and includes a Business
Intelligence module designed to generate timely and quality reports for use by the management in decision
making. Under Development Planning, the County has automated the following services: Subdivision of
land; change of user; consolidation; change of user and consolidation; consolidation and subdivision; and
extension of user.

Sixth, under Construction Permits the County has automated the following services: Construction Permit; Building
Inspection; and Occupation Certificate.

Lastly, there was no indication that the development and deployment of the system was informed by a clear and
comprehensive data protection impact assessment and does not tell us who will have access to the data.

Bomet County

First, the study respondents were 13 citizens and eight county officials-two each from the county assembly and the
county executive- purposefully sampled.

Second, the county government and the county assembly officials’ level of awareness on the Access to Information
Act,2016 and their obligations is high at a score of 85.7 percent. The county continues to fail to meet its
obligations Section 17 (c) of the Access to Information Act that requires it to have “computerised and digitised
its records and information management systems in order to facilitate efficient access to information."?”®
Secondly, the county government and county assembly have not for the last five years submitted to the
Commission on Administrative Justice annual reports as required by law.2?°

Lastly, the level of awareness about the data protection law among the county government and county assembly
officials is high. The County secretary?®' seemed very informed on data protection but indicated that while
access to databases is restricted to all others but seemed to allow unfettered access to ICT officers.



Makueni County

First, the study respondents were 13 citizens and eight county officials-two each from the county assembly and the
county executive- purposefully sampled.

Second, in Makueni, involvement at the lowest two levels, the village People’'s Forum,%2 and the Village Clusters
People’'s Forum, was seen as fairly participatory. The public participation structure has six levels namely:
Village People’s Forum; Village Clusters People’s Forum; Sub-ward People’s Forum; Ward People’s Forum;
Sub-County People’s Forum; and County People’'s Forum. In order to facilitate civic education from the lowest
level, three ward representatives from each of the thirty wards are identified and trained as trainers of trainers
(TOT). They are also referred to as Public Participation Facilitators. Beyond this level, respondents maintained
that county government consultations processes with citizens continue to reach only a few of them.

Third, the public officials level of awareness on the Access to Information Act,2016 and their obligations is high. They
all seemed to know their obligations and the centrality of access to information in building trust in county
government and the services they offer.?8 In fulfilment of Section 7 of the Access to Information Act, the
county has designated information officers. During the study, public officials from Makueni County indicated
that there were information guidelines shared with information officers to follow strictly. Makueni showed
a big difference as it has in place a county disclosure and Communication policy.?®* The policy sets a broad
framework for disclosure of county government information to third parties through various communication
platforms and channels.

The policy states that the County Government is obligated to provide the public with timely, accurate, clear,
objective and complete information about its policies, programmes, services and initiatives. It adds that the
County Government is committed to providing timely, consistent and fair disclosure of public information
held by it to enable informed and orderly market decisions by investors and other interested parties.

The researchers acknowledge the policy is well implemented allowing proactive disclosure of information.
The county has information outreach sessions through its quarterly newsletter ENE: The Makueni People’s
Magazine. The newsletter provides information on what the county has implemented in various sectors.
It also provides a platform for commentary and reviews of the county performance from citizens through
letters to the editor. The county also often runs radio programmes on Musyi and Mbaitu FM especially on
their agricultural initiatives.

Fourth, the researchers note that Makueni has the Makueni County Maternal, Newborn and Child Health Bill,
20177 . Under Section 24 of the Bill, the Bill explicitly provides for Confidentiality of information on HIV
status of children with information being disclosed under patient's consent or under order of court or for
the purpose of legal proceedings. The researchers note that this document is still a Bill and not yet an Act and
thus has not been fully operationalised and that this document only focuses on children and does not focus
on all citizens.

Fifth, the county government also has various social media and the Governor Press Service both of which are
used to proactively share information but also to respond to information requests by the citizens. The only
challenge is that no data was availed on how many requests they received per year and what responses they
gave.

Sixth, Makueni, is a leader in citizen participation and county government transparency, has the least information
asymmetry relative to the other four counties but it also has some work to meet its full obligations under the
law.

However, like the other counties in the study it also faces clear challenges. The county continues to fail to
meet its obligations Section 17 (c) of the Access to Information Act that requires it to have “computerised
and digitised its records and information management systems in order to facilitate efficient access to
information.”?® Secondly, the county government and county assembly have not for the last five years
submitted to the Commission on Administrative Justice annual reports as required by law.?¥

The County Service Board did not see themselves as having any clear obligations on data protection yet they
handle personal data of each of the permanent and short-term employees hired by the County Government.
These findings clearly show that there is a need to create sufficient awareness among the public officials at
the county to understand that nearly all departments and sectors collect or process personal data and yet
none of them have conducted any Data Protection Impact Assessment (DPIA) to understand attendant risks
and how best to mitigate.

Lastly, on access to information, the Makueni County Government has set up a unique portal where it publishes
its detailed public procurement information; Makueni is thus a pioneer in open contracting.



Vihiga County

First, there were 15 respondents who were citizens and 4 respondents who were county officials?® - two each from
the county assembly and the county executive. These were purposive samples.

Second, the Vihiga County government is the only one that has developed and deployed the Geographical
Information System (GIS).2#* The system is used to support the implementation of the CIDP and development
of sectoral plans and spatial plans. They facilitate public participation in county planning and development
and promote transparency, accountability and overall governance.

Lastly, the researchers note that Vihiga has the Vihiga County Health Care Service Bill, 2019*° . Under Section
22 of the Bill, the Bill explicitly provides for Confidentiality of information for all citizens, with information
being disclosed under patient's consent or under order of court or for the purpose of legal proceedings. The
researchers note that this document s still a Bill and not yet an Act and thus has not been fully operationalised.
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First, this report has documented the opportunities and challenges presented by legislation that encourages
access to information and public participation against compliance with the Access to Information 2016 and
the Data Protection Act 2019 at the national and county level.

Second, in some counties, citizen groups and proactive public officials are sharing information on public procurement
and many other public service issues. The only challenge is that they tend to use mechanisms and platforms
that reach the majority but are never tailor-made to reach the marginalised and disadvantaged groups in the
communities.

Third, the level of knowledge and awareness about the information rights, especially access to information and
data protection is still significantly low among citizens and public officials in the counties. Women, youth and
persons with disability are disproportionately affected as their levels are very low yet with access to timely
and comprehensive information their lives and life conditions would be significantly improved.

Fourth, the study finds that there is an opportunity to use data procurement data to develop affirmative actions for
tenders that seek to reach the poor, youth, persons with disability and women.

Fifth, the study also reveals that data protection is quite a complex subject matter and a fairly new subject matter
to the many of the counties in Kenya. It will take some time to be fully comprehended and applied by
stakeholders. There is no holistic understanding of the concept of “information rights” and a full account of
the notion and how it may apply to the national government and the county governments in Kenya.

Sixth, efforts at national and county levels are fragmented and disarticulated. There is a need for an immediate
effort to develop working collaboration between the two oversight mechanisms for the access to information
and data protection to ensure that public bodies at national and county levels have a holistic understanding
of the information rights.

Seventh, all the five counties have developed some mechanisms to implement access to information laws through
various protocols, mechanisms and procedures. They have also designated information officers. However,
none of the five counties studied have passed comprehensive access to information laws even though the
Model Law on Access to Information was developed by the Commission on Administrative Justice.

Eighth, the five sub nationals have designated some officers to assist in facilitating access to information. These
officers largely are trained journalists and communication experts. There is a need to bolster the respective
departments with data scientists to help augment the functions of managing information and data in ways
that adhere to internationally accepted fair information practices.

Lastly, County governments have an obligation to facilitate the realisation of information rights of its citizenry even
as they ensure they have requisite information management systems that ensure that personal and sensitive
personal information collected, processed, stored and transferred is managed in ways that respect and meet
the fair information principles.

There is a clear need for the development and implementation of a targeted

€ county public awareness and education programme on information rights. The
/ ” programme should be able to show the complementarity and conflict between
_‘i ; the right to access to information and the right to privacy in general and data

“ — protection rights in particular. We note that in October 2021 the Office of the

B | Data Protection Commissioner released its draft strategic plan®' that prioritizes

creating awareness on Data Protection. However, the plan doesn't specifically
consider access to information aspects and fails to address the complementarity
and conflict between access to information and the right to privacy.



All the counties studied have not submitted a single annual report to the
Commission on Administrative Justice since 2016. Preparation and submission
of the annual reports would serve two purpose: meeting their legal obligations
pursuant to Section 27 of the Access to Information Act, 2016; and enabling the
county to reflect and understand what is working and what changes they ought
to initiate to meet fulfil their legal obligations and be accessible and accountable
to their diverse communities of their populations. We note that the ODPC
Draft strategic plan?? aims to set up regional officers in 12 clusters across the
country to be responsible for data protection in the counties. We recommend
that such offices be mandated to coordinate with counties and make reports
on data protection to the ODPC highlighting the intersections with access to
information.

County governments should establish policy, legislative and institutional
frameworks to facilitate effective and timely access to information and data
protectionin alltheir administrative and service provision processes. They should
also develop and resource all institutional and administrative frameworks up to
sub-ward levels and ensure that they proactively disclose information within
the confines of the Access to Information 2016.

National government and counties have run COVID-19 relief subsidies
programmes among many other programmes where they collected and
processed personal information and sensitive personal information. However,
none of the counties in the study, nor the national government, have undertaken
any DPIA yet it is a minimum requirement before any programme especially if
such a project is likely to “high risk” to other people’s personal information.

Undertaking a timely and comprehensive DPIA is one way in which County
Governments can readily demonstrate to the oversight mechanism (Office of
the Data Protection Commissioner) that they comply with the Data Protection
Act, 2019. This situation may be attributed to the fact that all the five counties
did not have any data scientists and experts on data protection and security
in their stables as they may not have fully recognised their obligations under
the Data Protection Act, 2019. We also note that the ODPC has a released a
guidance note on conducting a Data protection impact assessment that offers
valuable information on processing operations where a DPIA is required and
the procedure to be followed when conducting a DPIA23.

A credible DPIA must contain the following elements:

1. A systematic description of the envisaged processing operations and
purposes of processing, including where applicable, the legitimate interest
pursued by the controller;

2. An assessment of the necessity and proportionality of the processing
operations in relation to the purposes;

3. Anassessment of the risks to the rights and freedoms of data subjects; and

4. The measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure protection of personal data and to
demonstrate compliance with the DPA.



County governments process a number of different data sets of personal data
that require qualified and dedicated Data Protection Officers to ensure they
safeguard them and remain in compliance with the DPA. This must therefore
be a minimum requirement for all counties. County governments should create
financial resource measures to ensure that the office of the data protection
authority is able to operate with offices in each county. Once data protection
officers are hired, counties could work with the Office of the Data Protection
Commissioner to develop tailor-made training and certification programmes.
This would help the ODPC meet the objectives of its strategic plan with optimum
utilization of public finances as hiring of staff by the ODPC heavily relies on
budgetary allocations.

Civil Society Organisations (CSOs) play a critical role in ensuring citizen-agency
and county governments should take advantage of the social capital, skills,
knowledge in CSOs to establish the mechanisms for interaction and co-learning
to ensure better data governance practices that ensure data justice to all. CSOs
working at the national and county levels should deepen and strengthen their
programmes on information rights. They should engage with the national and
county governments to ensure compliance with international human rights
standards, including the UN Guiding Principles on Business. The draft strategic
plan recognises CSOs as important stakeholders who champion for protection
of vulnerable groups and information sharing. The ODPC expects that CSOs will
contribute heavily with promoting awareness of data protection and compliance
with the data protection Act.

1. Carry out a Data Protection Impact Assessment to ensure that all data
collected is in strict compliance with the three-part test under international
humanrightslaw, and data protection principles, including data minimisation
and privacy by design.These entities are encouraged to rely on the guidance
note on DPIA issued by the ODPC.

2. Engage with the national and county governments to ensure compliance
with international human rights standards, including the UN Guiding
Principles on Business and Human Rights, and national laws protecting the
rights to privacy, and access to information.

There is a need to undertake further research on how data protection and
information rights affect children and their rights. This is very significant
because children are less able to fully understand the implications of their rights
to privacy and often do not have the opportunities or power to communicate
their opinions?**. Children also often lack the resources to respond to instances
of bias or to rectify any misconceptions in their data; and it is often the case
that national statutes and regulations (in fact the DPA 2019 mentions children
only once) including ethical guidelines rarely speak to the needs of children.
Whereas this is out of scope for this study, it is recommended that more
research is undertaken to generate evidence in this particular area for policy
development. The draft ODPC strategic plan proposes to create the Legal and
Advisory Directorate within its governance structure to be responsible for
handling children’s data protection rights.



Structured Questionnaire - Citizens and CSOs

1. How long have you been residing in this county?

A. 6 months or less B. Between 1 and five years C. For more than 10 years

2. How would you describe yourself?
A. An actively engaged citizen who regularly participates in County Government decision-making processes

B. A moderately engaged citizen who participates once in a while in County Government decision making
processes

C. An enlightened citizen who would want to participate in County Government decision making processes, if
there was an opportunity to do so

D. An enlightened but passive citizen with little interest in participating in County Government decision making
processes

How involved are you in how this County is managed or governed?
Highly involved
Moderately involved

Hardly ever involved

ON w®>» W

Not involved at all

e

How would you describe your engagement with the County Government? (Tick as many as appropriate

>

| regularly make demands on County Government officials to make public the information they have, which
might be of public interest

| have had frequent confrontations with the County Government over its policies

C. The County Government uses its public participation forums to rubber stamp decisions that were made
elsewhere; | avoid these platforms because they add little value.

D. lam a passionate participant at the County public participation forums, since | use them to hold County
Government officials accountable for their actions

5. Have you ever requested or demanded information from this County Government?

A. Yes B. No (if No, skip to question 8)

6. In what area was the information you requested or demanded from the County Government? Tick as many as
appropriate

A. Procurement
County budgetary allocations
Financial/expenditure statements

Development plans

mo N w

Other (please specify)

7. Were you able to get the information you requested or demanded from the County Government?
A.Yes B. No



8. Have you ever been invited to participate in decision making involving an activity by the County Government?
A. Yes B. No (if No, skip to Question 11)
9. In what activity were you invited to participate?
A. Call for procurement of goods and services
Public hearing on County budgetary allocations

B

C. Public hearing on financial/expenditure statements

D. Public participation in preparation of County development plans
E

Other (please specify)

10. How many times have you been invited to participate in a decision making process organized by the County
Government in the last six months?

A. Once B. Twice C. More than five times D. Can't recall

11. How would you rate your ability to influence the decisions of the County Government?
A. Very High

B. Moderate
C. Very Low
D

. Don't know

12. How would you rate your ability to demand information from the County Government?
Very High
Moderate

Very Low

oNnw >

Don’t know

13. Do you know of instances where the County Government has collected personal data of citizens?
A.Yes B. No

14. How is such data normally collected? Tick as many as appropriate
A. When registering for County Government services

B. When making payments for County Government services

C. During visits to County Government services
D

. Other (please specify)

15. How confident are you that the personal data collected by the County Government is secure from abuse, or
unauthorized use?

A. Very confident

B. Slightly confident
C. Not confident at all
D

Don’t know
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